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The product family developed by 2N TELEKOMUNIKACE a.s. includes GSM gateways,
private branch exchanges (PBX), and door and lift communicators.

2N TELEKOMUNIKACE a.s. has been ranked among the Czech top companies for years

and represented a symbol of stability and prosperity on the tel ecommunications market
for almost two decades. At present, we export our products into over 120 countries

worldwide and have exclusive distributors on all continents.
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2NE isa registered trademark of 2N TELEKOMUNIKACE a.s.. Any product and/or other
names mentioned herein are registered trademarks and/or trademarks or brands
protected by law.
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2N TELEKOMUNIKACE administers the FAQ database to help you quickly find information

and to answer your questions about 2N products and services. On fag.2n.cz you can find
information regarding products adjustment and instructions for optimum use and
procedures AWhat to do if...#d.

C€

Declaration of Conformity

2N TELEKOMUNIKACE a.s. hereby declares that the 2N £ Helios product comp lies with all
basic requirements and other relevant provisions of the 1999/5/EC directive. For the full
wording of the Declaration of Conformity see www.2n.cz.
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The 2N TELEKOMUNIKACE company is a holder of the ISO 9001:2008 certificate. All
development, production and distribution processes of the company are managed by this
standard and guarantee a high quality and advanced technical level of and a professional
approach to all of our products.
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In this section, we introduce the 2N E Helios IP

and highlight th e advantages following from its use.

Here is what you can find in this section:
A Product Description

A Termsand Symbols Used

Product
Overview

product, outline its application options



Product Description 1.1

1.1 Product Description

Basic Features

The 2N F Helios IP door intercoms  are capable of replacing the traditional doorbell
button panel with a speakerphone and the entire system of wiring, bells and intercom
installations in buildings where structured cabling is installed. Their installation is very
easy, all you need is connect it to the other LAN elements using a twisted UTP cable.

By p ressing any of the quick dial buttons, 2NF Helios IP will set up a call to the

number that had been stored in the respective memory. The number of buttons (in
some models ) can be extended up to 54 using 8 -button or 16 -button extending
modules.

Thanks to an integrated scheduler it is possible to configure each of the buttons in
such a way that the called party is always available.

It is possible to define up to three telephone numbers for each of the buttons,
between which 2N Helios IP switches at absence.

Beside the buttons, you can also use the numeric keypad, which also serves as a code
lock. With the use of this keypad you can also use the system as a button telephone.
The keypad can be combined with the quick dialling buttons.

2NF Helios IP supports vi deo streaming. This function allows the user to scan the area

in frontof the 2N Helios IP camera. Thus, 2NF Helios IP provides better and broader
services than a standard house intercom systems. Thanks to the integrated SIP

protocol it can make use of al | VoIP services, call forwarding at absence (to another
office, to the VoiceMail system or a cellular phone) or call switching (from the
secretarybés office to a specific person, e.g.

In addition, 2NE Helios IP includes a switch that helps you control the electric lock
from any VolIP telephone (by entering the code using tone dialling).

Advantages of Use

A Works in the Ethernet network

A Power supply over Ethernet T PoE

A SIP communication protocol

A Integrated web server for configuration

A Upto 54 quick dialingb  uttons

A Up to 999 users / user groups

A Video (camera -equipped models) streaming

A Display of information (display -equipped models)

A Integrated scheduler with day/night/weekend modes

A Can be used as a standard VolP telephone and a code lock (keypad -equipped
model s)



Modular system i up to 54 buttons + keypad
DTMF according to RFC2833,in  -band

> >



Terms and Symbols 1.2

1.2 Terms and Symbols

Symbols Used in Manual

A Always abide by this information to prevent injury of persons.

A Always abide by this information to prevent damage to the device.

A Important information for system functionality.

© B b b

A Useful advice for quick and efficient functionality

A Routines or advice for efficient use of the device




2NF Helios IP
Configuration

This section describes the 2N £ Helios IP configuration.

Here is what you can find in the section:

A Quick Configuration for Calling

A Configuration



This manual is valid for all 2N
several features described i

need to be activated with a licenc

licen ces are stated in this article
configuration. If  a feature

Model and Licence Overview

article and there is a link to this article.

E Helios IP intercoms. Therefore

n this document are only available in selected models or
e key. The d ifferences between

. This short list
is not available in all models, it is noted in

only includes

2.1 Model and Licence Overview

, please note that

2.1

the models and
the features that affect

the respective

The table below includes the properties and functions of the available 2NF Helios IP
models .

PropertyiModel | "V MEET | Moatety | Uni | Audio Kt Video Ki
Part No. dMOT| OMp M cbMp H| dhmp ol 9154.. | 9154..C
Integrated camera optional no
External analogue camera suppo no yes
External IP camera support yes no yes
Count of basic unit buttos 1,30r6| 1,20r4 1 lor2
Extended count of buttons up to 48 o up to _16 external use
(extenders) defined buttons
Numerical keypad optional no
Internal RFID card reader optional no
Display optional no
Additional switch optional no
Digital hput optional no
Adaptive volume control no yes
Standard amplifier output 150mw 1w 10w
Extended amplifier output (10W) no yes no
Tamper switch no optional yes no
(Ca:;l:ir;tsof telephone directory 999 2 16
Substitute if inaccessible yes no yes
User activation/deactivation yes no yes
Count of controlled switches 4 1 4
Count of universal switch codes 10 2 10
Count of user profiles 20 20
JPEG HTTP video yes no yes
2N Helios IP Eye support yes no yes
Telephone mode yes no yes

Table 2.1 Model Overview

10



Some 2N F Helios IP features are licensed;

licenc es are available:

Model and Licence Overview

A Enhanced Audio ( Part No. 9137905)

A Enhance d Video ( part No.
A Enhanced Integration (

A Enhanced Security (

A Gold ( Part No. 9137909)
A G.729 ( PartNo. 9137902)

9137906)
Part No. 9137907)
Part No. 9137908)

The Gold licen ce replaces the previously offered Professional licen ce.

The G.729 licenc e includes only

The following list includes the

combinations. The f
releases.

the G.729 audio codec.

licensed features. There is no limit in licen
eatures marked grey will only be available in

see the Licence subsection. The following

2.1

the coming firmware

Feature/Licere

Enhanced
Audio

Enhanced
Video

Enhanced
Integration

Enhanced
Security

Gold
(Profi)

User defined sounds

w

Automatic audio loop tes

w

Audio/video streaming
(RTSP Server)

External IP camera
support

ONVIF support

Extended switch setting
options

HTTP switt control
option

New HTTP API

Automation features
(Helios IP Automation)

E-mail sending (SMTP
Client)

Auto provisioning (TFTP
Client)

802.1x support

Table 2.2 Licensed F unctions

11



Quick Configuration for Calling

2.2 Quick Configuration for Calling

This sub section describes the most common and convenient way of configuration. For
details on the configuration parameters refer to the subsection s below.

Language Selection

2.2

Before you start configur ing, select the administration web server language using the
folder menu in the right  -hand upper corner of the screen.

Network Settings

If you have not set the IP address obtaining from the DHCP server, change the default
IP address of your 2NF Helios IP. To set the IP address, use the Other settings
Network menu as shown inthe Network subsection.

Static Parameter Setting

i>

For Windows OS users: to know your network parameters, enter in the command line
ipconfig Tall.

Static IP address
Set the IP address assigned by your LAN administrator.

Network mask
Set the network mask.

Default gateway
Set the default network gateway.

Primary DNS
Set the primary Domain Name Server IP address for your LAN.

Secondary DNS
Set the se condary Domain Name Server IP address for your LAN.

12



Quick Configuration for Calling 2.2

SIP Parameter Setting

Set your VoIP network parameters to make calls from your 2N Helios IP. To do this,
use the Other settings 1 > SIP setting menu.

Display name

Set the name to be displayed to the calle d subscriber. The name will also be
displayed in the right  -hand upper corner of the web interface and used for

2NE Helios IP identification in the 2NF Helios IP Network Scanner application.

User ID
Set the user name to be used for registration.

Domain
Set the domain name or IP address of the server to be used for calling.

Use authorisation ID
Define whether the authorisation ID or user ID shall be used for authorisation.

Authorisation ID
Set the authorisation ID to be used for authorisation if the Use autho risation ID is

set to Yes.

Password
Define the authorisation password for registration and calling.

Local SP port ‘
Set the port to be used by 2NE Helios IP for SIP signalling.

Proxy address \
Set the SIP proxy address to be used by 2NE Helios IP for calling.

Proxy port
Set the SIP proxy communication port for SIP signalling.

2N © Helios IP registration
Define whether 2N Helios IP should register at the SIP proxy.

Registration restricted to:
Set the time for  2NF Helios IP registration.

Registrar address:
Set th e registrar address.

Registrar port:
Set the registrar communication port.

13



Quick Configuration for Calling 2.2

Telephone Directory Setting

The telephone directory menu is used for configuring the quick dialling buttons ( Basic
settings 1> Telephone directory ). The telephone directory  contain s upto 999 po sitions
(depending on the model type ; refertothe Model and Licence O verview above). The
first 54 positions correspond to the quick dialling buttons of 2NE Helios IP and the
buttons of the extending modules attached. To retrieve the remaining positions, use

the numeric keypad if available. To select a telephone directory position, use the

upper navigation bar with button numbers. To move between the positions, either use

the arrow keys or enter the po sition number and push the Move to  button (see Figure
3.10).

22 Phone book

€ 1 D coo HlY

General settings User activation & deactivation

Position enabled: Activation code:

Position name: _ Deactivation code: _

User current state: Active Qghange

Figure 2.1 Telephone Directory Navigation Bar

Position enable

The Position enable switch defines whether the particular position is enabled or
disabled. You have to enable a position to dial its telephone number. To select a
position status, either push a quick dialling button (for positions 1 1 54) or enter
the position number using the 2NF Helios IP numeric keypad.

Position name
Here enter a per sonal name for the selected telephone directory position. This
parameter is optional and facilitates the telephone directory search.

Telephone numbers
Enter up to three telephone numbers for a selected telephone directory position.
These numbers are called  sequentially, one after another.

Number 1, 2 and 3:

Enter the station telephone number to which the call
station number included in Number 1 fails to answer,

auteunatic aILMmLQoJ\Mmbn%&man oS} T REbRE: Callis . For
fo r\wlanrpd hv tegrate I%ﬁ%ﬁ\@‘lf t?rtﬁ@n?ﬁggp r‘i‘i‘rﬁ ﬂré;glle

successful. The test time is approximately 4s. If the test fails (due to some extreme
surrounding noise, e.g.), the test procedure is repeated in ten minutes. Follow the

14



Quick Configuration for Calling 2.2

most recent test results via your confirmation interface or with the aid of 2NF Helios IP
Automation.

Audio loop test settings Test result

Test enabled: Test time: =
Test time: 01:30 Test result: Unknown
Test period: Test status: Idle

Figure 2.31 Audio loop test

AudioL oop Test Settings

Test enabled
Enable/disable the automatic loop test.

Test time

Set the test time in the HH:MM format. You are recommended to test the
equipment when the intercom traffic is low.

15



Set the test period to launch the test automatically once a day or once a week.

Test R esult

Displays the time of last performed test

Displays the result of the last performed test

Displays the test status



Quick Configuration for Calling 2.2

Miscellaneous subsection.

It is unnecessary to define the remaining parameters for a quick configuration. For
details on the parameters necessary for a detailed configuration, refer to the
subsection s below.

Switch Setting

To setthe switch 1 codes use the Basic settings 1> Switch 1 menu.

Switch  setting
Set whether and for how long the switch should be active after the correct code
has been entered.

Switch codes :

Enter the switch 1 activatin g codes for 2N Helios IP. If a code matches another
code entered earlierin 2N Helios IP, press 3. The s ymbol will appear next to the
code.

Having completed the configuration, restart 2NF Helios IP, refer to the appropriate
sub section. From now on,  2NF Helios IP is ready to make calls.

17



Configuration 2.3

2.3 Configuration

ZNF Helios IP is configured through an integrated administration web server. Connect
2NE Helios IP to the IP network and make sure that 2NE Helios IP is powered.

IP Address Obtaining from DHCP

By default, obta ining the IP address from the DHCP server is selected in 2N £ Helios IP.
After power up, 2NF Helios IP automatically receives the IP address from the DHCP

server. If you do not have access to the DHCP server, you can find the IP address

received with the \ZNE Helios IP Network Scanner  program, which is available on
www.2n.cz . If 2N Helios IP is switched to the static IP address mode, switch it to the

DHCP IP address obtaining mode as follows:

1. Power on 2NE Helios IP.

2. Waituntil 2NF Helios IP completes the boot  ing process. The end is signalled

by a sequence of tones H r .

3. Pushthe buttons as described inthe Device configuration subsection of
2NF Helios IP Installation Manual  within 30 seconds
4.  Switching to the DHCP IP address obtaining mode is signalled by the

-
sequence of tones UUD .

5.  Wait until the device is restarted.

Manual IP Address Setting

If the DHCP server is unavailable, you can set a default static IP address in your
2NE Helios IP. Proceed as follows:

1. Power on 2NF Helios IP.

2. Waituntil 2NE Helios IP completes the booting process. The end is signalled

FW |

3. Push the buttons as described in the Device configuration subsection of
2NF Helios IP Installation Manual within 30 seconds.

by a sequence of tones

4.  Switching to the default static IP address mode is signalled b y the sequence

of tones Er Er D. _

5. Wait until the device is restarted.

6. Now, 2NF Helios IP has the following network parameters:
IP address: 192.168.1.100
Network mask: 255.255.255.0
Default gateway: 192.168.1.1

18



Configuration 2.3

Description of 2NE Helios IP Network Scanner
2NE Helios IP in

The purpose of this application is to find the dynamic IP address of
the local IP network. The application is available on www.2n.cz , which is part of the
2NF Helios IP package. Microsoft NET Framework 2. 0 is required for installation.

Runthe 2NF Helios IP Toolkit installer.
The installation wizard will guide you through the installation

{& HeliosIP Toolkit 1.1 5

Welcome to the HeliosIP Toolkit 1.1 Setup Wizard

1.
2.

The installer will guide you through the steps required to install HeliosIP Toolkit 1.1 on your

computer.

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

¢ Back I Next > I

Cancel I

Figure 2.2 2N Helios IP Network Scanner Installation Wizard
2NF Helios IP Network  Scanner application, run the

3.  After installing the
Start menu of the Microsoft Windows operating system

application using the
Upon launch, the application starts searching the LAN automatically for all

4,
2NE Helios IP intercoms with an assigned or statically set IP address. The

intercom s are then listed in a table.
¥ HeliosIP Network Scanner (1.3.0.0) o =] [ |
# IP &ddress Serial Murnber MAC Address S Wersion Description
192, i3 [ 0805720075 0-50-C2-81-Fb-27 236
Browse 192.168.22.233...

Refresh

1 devices found.
Figure 2.3 2NF Helios IP Network Scanner Window
Selectthe 2NF Helios IP intercom to be configured. Click on it with the right
hand mouse button and select Browse... to open the web browser window, log
into 2N Helios IP and start configuring as described in the Login sub section

5.

below.



Configuration 2.3

Login

In the web browser enter the IP address of 2NE Helios IP. Subsequently, a login
screen will be displayed. The default login username and password are as follows :

Username: Admin
Password: 2n

If the login screen does not appear, an incorrect IP address was entered into the web

browser orthe 2N Helios IP administration web server was turned off. If you are not
sure of the IP address of ~ 2NF Helios IP, use the 2NF Helios IP Network Scanner
application as described in the Description of 2N Helios IP Network Scanner

sub section.

Language Selection

You ca n select the language using the tag menu in the right -hand upper corner as
shown in Figure 3.13.

EN

Figure 2.4 Language Selection

20



Configuration 2.3

Information

In this sub section find the basic information on the respective 2NE Helios IP system.

Product name: 2N Helios IP Force DHCP status: On

Software version: 2.1.0.3.5 IP address: 192.168.1.194
Bootloader version: 1.4.0.6.0 Net mask: 255.255.252.0
Hardware version: 555v2 Default gateway: 192.168.1.5
Number of buttons: 2 Primary DNS: 192.168.1.102
Serial number: 54-0473-0646 Secondary DNS: 192.168.1.5
MAC address: 7C-1E-B3-00-7B-C8

Up time: 5d 5h 1m 51s

Camera:

Display:
Registration state: Registered Card reader:
Sip number: 4738 Number of buttons:

Registration at: 192.168.1.140 Numeric keypad:
Registration time: 2012-12-04 06:59:14

Figure 2.5 Basic Information

Software version i the current 2N Helios IP firmware version. For firmware
update refer tothe  Auto Update subsection.

Produc tname 1 model name of this intercom.

Bootloader version i the bootloader version.

Hardware version i the 2N® Helios IP hardware version.
Serial number T the product serial number.

MAC address i the Ethernet interface address.

Uptime 1 the period of time s  ince the last restart.

Registration status i the current 2NF Helios IP -to-SIP proxy registration status

SIP number T registered SIP number

21



Configuration 2.3

Registration at i the IP address or domain name of SIP proxy to which 2NF Helios IP
is registered.

Registration time T registration date and time.

DHCP status T displays whether the obtaining of the IP address from the DHCP
server is on.

IP address i the current IP address of 2NE Helios IP.
Net mask i the current subnet mask.

Default gateway T the current default netwo rk gateway.
Primary DNS 1 the current primary Domain Name Server.

Secondary DNS i the current secondary Domain Name Server.

Camera 1 displays whether or not the intercom is equipped with a camera.
Display 1 informs whether or not the intercom is equipped with a display
Card reader 1 informs whether or not the intercom is equipped with a card reader.
Number of buttons I specifies the number of buttons on the intercom basic unit.

Numeric keypad T informs whether or not the intercom is equipped with a numeri C
keypad.

22



Configuration 2.3

Telephone Directory

Use the Basic settings 1 > Telephone directory  tag to set the telephone directory . The
telephone directory includes 999 records T positions. Typically, one position
corresponds to one user. You can assign up to three phone num bers to each

position/user.
2 Phone book

€ P coo HED

General settings User activation & deactivation

Position enabled: Activation code: _

Position name: reception Deactivation code:

Email: Active
User current state: @.ha“ge

Phone numbers

Number 1:

Time profile: User switch codes

Station name: Switch 1 code:

Group call: Switch 2 code:

Number 2: Switch 3 code:

Time profile:

not used] Switch 4 code:

Station name:

Group call: Card reader

reception |
I
I
|
I
I

Number 3:
User card ID:

Time profile:

K

Time profile: [not used]
Station name:

Substitute

K

if inaccessible:

Figure 2.6 Telephone Directory

To move between the positions either use the arrow buttons, or enter the position
number and pushthe  Move to button in the right  -hand upper cor ner.

The first 54 positions  (depending on the model type; refer to the Model and Licence
Overview above) are the same as the quick dialling buttons on 2NE Helios IP and

23



Configuration 2.3

buttons on the extending. For the other posi tions use the numeric keypad if available
inyour 2NF Helios IP.

General Settings

Position enabled

Here select whether the selected telephone directory position shall be enabled or
disabled. Remember to enable a position to call to its number.

Positionnam e

Enter the name of the person to be assigned to a selected telephone directory
position. This parameter is optional and helps you search the telephone directory
more easily.

E- malil
Enter the e -mail address of the user to which information on missed calls should
be sen t. Refer to the E-Mail subsection for details

Telephone Numbers

Here define up to three telephone numbers to be called one after another when a
quick dialling button or keypad is used.

Numbers 1,2 and 3

Enter the telephone number to which the call is to be routed. If the call is not
answered by the station with the telephone number specified under Number 1, it
will be forwarded automatically to the telephone number specified under Number
2 and so on.

2NE Helios IP also allows for direct calling in the format sip:user_id@domain:port,
e.g.: sip:200@192.168.22.15:5062 or sip:name@yourcompany.

Time profile
Assign atime profile to a telephone number for validity management . Refer to the
Profiles subsection for details on time profile settings .

Station name

Set the address of the PC to which a special UDP message on the current call to the

user telephone number shall be sent . This message is used bythe ~ 2NF Helios Eye
application for  retrieving the camera image window , Which is helpful to  the users
that are not equipped with a display video telephone . Enter the following:
ip_address[:port1][:port2]. The portl and port2 parameters are optional and a re
used when there is Network Address Translation (NAT) between the PC and

2NF Helios IP and the addresses have to be set in accordance with the router or

another NAT providing device . The portl parameter (defaultvalue 8002) sets the
destination port for the UDP messages sent to 2NE Helios Eye. The port2
parameter (defa ultvalue 80) setsthe destination portfor HTTP communication
between 2NF Helios Eye and 2NE Helios IP. T his function is only available in

camera -equipped 2NF Helios IP models .

24



Configuration 2.3

Group call
A group call means a call to multiple telephone numbers at the same time. Set a group
call for the first two / last two / three user numbers . When one of the calls is answered,

the other calls will be terminated automatically.

Substitute if inaccessible

Enter the person to whom the call will b e routed if the original person is not

reached. This function is supported by selected 2N E Helios IP models only ( refer to
the Model and Licence O verview subsection ).

User Activation and Deactivation

Here set the u ser activation and deactivation codes. The user may activate or
deactivate 2NF Helios IP using the user telephone or numeric keypad. If just one code
is set, or both the codes are the same, the current user status will be switched after
code entering. You can verify the selected status by a sound signalling. Together with
the time profile settings, the user activation and deactivation define whether a call will
be established for the given telephone number . This function is supported by the
camera -equipped 2NF Helios IP models only

User Switch Codes

Write the user codes for activating of 2NF Helios IP switches . Each user may be
assigned two unique codes for  switch 1 to 4. If the codes are identical with other

codes already entered in 2NE Helios IP, the foll owing mark will appear with the

respective codes: . This function is supported by selected 2N E Helios IP models only
(refertothe Model and Licence O verview subsection ).

Card reader

User card ID

Identifi cation of the RFID card assigned to the user
Time profile

Assign a time profile to each card to control its validity. Refer to the Profiles subs.
for details.

25



Configuration 2.3

Profiles

The time profiles helps you set conditioned calling to user numbers. In case a user is

not present, 2NF Helios IP need not set up a call to his or her telephone number but

can automatically call other telephone numbers in the directory or the substitute

number. Each user number ¢ an be assigned a profile. Up to 20 profil es can be created
altogether (depending on the model type; refer to the Model and Licence O verview
subsection ). There are two possible ways of profile validity condition sett ing: time
setting in the Time schedule, or manual setting of the profile activation and

deactivation codes. For you to use both the functions at the same time, the two

conditions must be met at the same time.

;@33 Profiles

¢ 1 $ Go to -$

General settings Profile activation & deactivation

Activation code: _
Profile name: A I |

Deactivation code:

Profile schedule Profile current state: Active ({Ghange

From - To
Sunday: Yes ¥ 00:00 &l 00:00
Monday: Yes ¥ 00:00 i 00:00
Tuesday: Yes ¥ 00:00 jgl 00:00
Wednesday: Yes ¥ 00:00 [ 00:00
Thursday: Yes ¥ 00:00 i 00:00
Friday: Yes ¥ 00:00 jgi 00:00
Saturday: Yes ¥ 00:00 jgl 00:00

Figure 2.7 Profile Set-up

General Settings

Profile name
This parameter is optional and helps you search the list of profiles more easily.
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Profile Time Schedule

Set the presence of a user in a week period. A profile is active if the current time
matche s the set parameters. To use this function properly, make sure that the current
time data have been set properly on the device (see the Date and Time subsection).

Profile Activation and Deactivation

Set the manual user activation and deactivation codes. Use the DTMF code from the
user telephone orthe  2NF Helios IP numeric keypad  to activate or deactivate a profile
If just one code is set, or both the codes are the same, the current user status will be
switched over after code entering. You can verify the selected status by a sound
signalling. If no code is set, the function is inactive and the profile status depends on

the time schedule.

27



Configuration 2.3

Switches

This menu helps  you set the switch codes and control options (depe nding on the
model type; refertothe Model and Licence O verview subsection ) for upto4 switches
connected to

2NF Helios IP.

"« Switch 1

Switch settings Switch codes

=
m
w
4

Switch enabled: Code Access Time profile

o0 ]
Switch mode: Monostable -
]
Sound signalization: Longbeep - -
Display info: Dooropened - -
Output relay: On-board relay = -
Output type: Marmal - -
Synchronize with: Mone -
]
]

1

Time profile: [notused]

Switch-on duration:

I m
4
"]

Synchronization delay:

5

Activate by call:

Mone -

Quick dial button:

Switch code options
External l:D"“nand Enable ON/OFF mode: Mo -
Switch-on command:

Switch-off command:

Figure 2.8 Switch Settings

Switch  Settings

Switch enabled

Enable or disable switc h control globally. If disabled, the switch cannot be
activated with any of the codes entered (including the user switch codes) or
activated by a call or speed dialling button.

Time profile

Assign atime profile tothe switch for global management. If the assigned time
profile is not active, the switch cannot be activated with a code or activated by a
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call or speed dialling button. Refer to the Profiles subsection for details on time
profile settings .

Switch mode

Select either the mono -stabl e or bi-stab le switch mode. The switch is
automatically switched off after a predefined switch -ontimeinthe mono -stabl e
mode. The first activation opens and th e second activation closes  the switch in the
bi-stabl e mode .

Switch -on duration

Set the switch -ontime inthe mono -stable mode. The time interval set here is not
applied to the bi  -stable mode.

Sound signal  ling

Set the sound signalling type during switch -on status. Select one of the following:
Shorttone , Longtone (during the whole switch -ontime ),ora Usersound ;
referto the User S ounds subsection .

Display info \
Enable or disable displaying of switch -on signalling on 2N £ Helios IP display.

Output relay

This option helps you assig  n a switching relay to the switch : Basic relay or
Additional  relay , and /or a reader switch: Reader relay #1 , Reader relay #2 if
the RFID card reader is installed

Output type

Set the type of the lock to be connected. Normal means a standard door lock and
Security means as ecurity relay. With the Security type, the relay is in the

inverse mode and the connected Se cure relay opens the door using a specific

pulse sequence .

For 2NF Helios IP Vario , remember to set internal power supply and switching

relay on t he configuration connector . For 2N Helios IP Force, connectthe S ecure
relay tothe DOOR +a nd - terminals .

Synchronis e with

Enable switch synchronisation for — automatic switch activation after a predefined
time interval after another switch activation . Use the Synchronisation delay
parameter to set the timeout value.

Syn chronis ation delay
Setthe time interval for synchronised activation of switches . The param eter is not

applied if the Synchroni se with  function (above) is not enabled

Activate by call

Enable switch activation by an incoming/outgoing call. The switch is active during
the whole call in the bi  -stable switch mode . The switch is activated by the call
start and deactivated after a predefined switch -on time in the mono  -stable mode.

Quick dial butt on

Assign one of the speed (quick) dial buttons to the switch . Push this speed dial
button to activate the switch . Once assigned to a switch, this button cannot be
used for dialling
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Extern al C ommand

Switch -on command

Set the command to be sent to an exter nal device (WEB rel ay, e.g. ) viathe HTTP
protocol (GET request) whenever the switch is activated. The required format is
http://ip_address/path . Example: http://192.168.  1.50/relayl=on

Switch - off command

Set the command to be sent to an external device (WEB relay, e.g.) via the HTTP

protocol (GET request) whenever the switch is deactivated. The required format is
http://ip_address/ __path . Example: http://192.168.1.50/relayl=off

Switch Codes

A list of the universal switch codes to be entered using a telephone set or the
ZN? Helios IP keypad. The count of universal  switch codes is determ ined by the
2NE Helios IP model type; refer to the Model and Licence O verview subsection .

Access
Disable code entering from the user numeric keypad or telephone set.

Time profile
Assign atime profile tothe switch code for validity management . Refer to the
Profiles subsection for details on time profile settings .

Switch Code O ptions

Enable ON/OFF mode

You are recommended to  enable different activation/deactivation codes whi le
setting the bi -stable switch mode . Use this parameter to set a mode where odd
codes (1, 3,5, etc.) are used for switch activation and even codes (2,4,6, etc)

for switch deactivation . If this mode is OFF  (default setting), then you can use any
code to turn the switch into the opposite state (ON/OFF). This does not apply to
the mono - stable switch mode where the activation time is prolonged
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Network
This menu is used for setting the 2NF Helios IP network parameters. A change of any
of these parameter s will not show until the next 2NE Helios IP restart.
By default, obtaining the IP address from the DHCP server is switched on in )
2NE Helios IP (DHCP client enabled). To find the IP address of your 2NF Helios IP, use
the 2N Helios IP Network Scanner progr am included on  www.2n.cz . If, in your LAN,
the DHCP server is not used or properly configured for your 2NE Helios IP, you can
push the appropriate quick dialling button sequence to switch 2NE Helios IP into the
fixed IP address mode (see the Device configu ration subsection of 2N Helios IP

Installation Manual ).
Network

Static settings 802.1x settings

Static IP address:  [AISRALL wentity: ([
Network mask: 255.255.255.0
Default gateway: 192.168.1.1

Primary DNS:

MDS5 settings

MD5 enable: No =

TLS settings

Secondary DNS:

DHCP settings TLS enable:

DHCP client enabled: Trusted certificate: m

User certificate, private key:

NAT settings

External IP address: _

Figure 2.9 Network Parameter Setting

DHCP Settings

DHCP client enabled
Switch on the function of obtaining the IP address from the DHCP server.
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Sta tic Settings

For Windows OS users: find the network parameters by entering ipconfig i all inthe
command line.

Static IP address
Set the static IP address assigned by your local network administrator.

Network mask
Set the network mask.

Default gateway
Set t he default network gateway.

Primary DNS
Set the IP address of the primary Domain Name Server used in your LAN.

Secondary DNS
Set the IP address of the secondary Domain Name Server used in your LAN.

NAT Settings

These settings are applicable only if 2NE Helios IP is op erated in a LAN and assigned
no public IP address

Extern al IP address

Set the public IP address for your router to which 2NF Helios IP is connected. If
2NE Helios IP6s | P addr e slsaveithss figiddlank i ¢

802.1x S ettings

2NE Helios IP supports authentication of a LAN -connected device based on the 802.1x
(EAP-MD5 or EAP-TLS) protocols. Make sure that all the network elements of your LAN
are connected properly before using this mechanism . This function is supported by

selected 2N F Helios IP models only; refertothe Model and Licence O verview
subsection.

Identity
Enter the user name for the EAP ~ -MDS5 or EAP -TLS authentication method to
identify your 2N £ Helios IP unitin the LAN.

MD5 enable
Enable the use of authentication of a LAN -connected device based on 802.1x EAP -
MD5. In case your LAN does not support 802.1X , do not enable this function f

you do so, the device will become unavailable

Password
Set the access password for the EAP-MD5 authentic ation method
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TLS enable

Enable the use of authentication of a LAN -connected device based on 802.1x EAP -
TLS. In case your LAN does not support 802.1X, do not enable this function. If
you do so, the device will become unavailable.

Trusted certificate

Specify the set of certificates from certification authorities to be used for
verification of the RADIUS server public certificate validity . Select one of theth ree
available sets; refer to the Certificates subsection f or details. If no certificate from

a certification authority is specified, the public certificate of the RADIUS server will
not be verified

User certificate, private key

Specif y the user certificate and private key to be used for verification of

2NE Helios IP authorisation to communicate via the 802.1x -secured network
element port within the LAN . Choose one of the three user certificate and private
key sets available; refer to the Certificates subsection for detai Is.
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This menu helps you set the time zone and time synchronisation using the NTP server.

For manual data and time setting refer to the

Time zone

Time zone:
(GMT+01:00) Europe/Paris

TZ rule:

Figure 2.10 Date and Time Settings

Tools subsection .

Date & Time

Time synchronisation

Use NTP server:
NTP server address 192.168.1.102

Time Zone

Time zone

Set the time offset at the place of installation relative to the GMT i Greenwich
Mean Time. This setting is intended for switching on/off the daylight saving time

in spring and autumn.

TZru le

If 2NF Helios IP is installed in a location not included in the Time zone parameter,
specify the time shift offset and daylight saving time switch on/off manually here.
Remember to set the Time zone to the Use TZ rule below function.
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Time Synchronisatio n

Enable or disable the

2NF Helios IP synchronisation using the NTP (Network Time
Protocol) server.

Set the IP address of the NTP server for 2NF Helios IP time synchronisation.
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In order to set up calls from 2NE Helios IP, define your VolIP network parameters. To
do this use the  Advanced settings 1 > SIP settings menu.

Remember to restart ~ 2NF Helios IP after setting the SIP parameters.

User settings

Display name: 2N Helios IP Vario

Domain: 192.168.1.1

Use auth ID: No +

Password:

Other settings

Protocol:

Local SIP port:

Send keepalive packets: -

RTP Timeout:

QoS DSCP for SIP:

No «

Starting RTP port:
-
No «

IP filter for SIP: [No |

Figure 2.11 SIP Settings

SIP Settings

SIP proxy settings

Proxy address: 192.168.1.1

Proxy port: 5060

SIP registration

Enable registration: No
Registration expires: 120
Registrar address: 192.168.1.1

Registrar port: 5060

SIPS settings

Trusted certificate:
User certificate:
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User Settings

Display name

Set the name to be displayed to the called party. The name will also be displayed

in the right -hand upper corner of the web interface and used for 2NF Helios IP
identification in the ~ 2NF Helios IP Network Scanner application.

User ID
Set the user ID for registration.

Domain
Enter the domain name or IP address of the server to be used for calling.

Use authorisation 1D
Set whether 2NF Helios IP should use the authorisation ID or user ID only for
authorisation.

Auth 1D

Enter the autho risation ID to be used for authorisation if the Use authorisation ID
parameter is set to Yes.

Password
Enter the password to be used for authorisation during registration and calling.

Other Settings

Protocol

Set the proto col to be used for SIP communicatio n. Select UDP (default value ),
TCP or TLS.

Local SIP port

Set the communication port to be used for SIP signalling by ) 2NE Helios IP. The
change of this parameter will not show until the next 2NF Helios IP restart. The
default value is  5060.

Send KeepA live pa ckets

Set whetherornot  2NF Helios IP should periodically query about the state of the
called station using the SIP OPTIONS requests during a call. Use this option to
detect a disconnected or defective station

Initial RTP port
Set the initial port  for the range of 60 RTP ports  to be used for audi 0 and video
transfers. The default valueis 5000 ( i.e. the range of 5060 -5059).

RTP Timeout

Set the time limit for receiving audio stream RTP packets during a call. When the
limit is exceeded, the call is termi nated by 2NF Helios IP. Set 0 to disable this
limitation
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QoS DSCP for SIP

Set the priority of SIP packets in the network. The value is copied into the ToS
(Type of Service) field in the IP packet header.

IP filter for SIP

Use this function to bl ock receiv ing of SIP packets from addresses other than the
SIP Proxy a nd SIP Registrar ones . The main purpose of the function is to enhance
communication security and bar unauthorised telephone calls in 2 N Helios IP.

SIP Proxy Settings

Proxy address \
Setthe IP ad dress of the SIP proxy used by 2NE Helios IP for calling.

Proxy port
Set the SIP signalling port to the SIP proxy.

SIP Proxy Registration

Register 2N £ Helios IP
Set whether 2NF Helios IP should register with the SIP proxy.

Registration expires \
Set the mini mum time for  2NF Helios IP registration attempts.

Registrar address
Set the registrar IP address.

Registrar port
Set the registrar communication port.

SIPS Settings

These settings are applied only if the Protocol parameter is set to TLS.

Trusted certificat e

Specify the set of certificates from certification authorities to be used for

verification of the proxy server public certificate validity. Select one of the three
available sets; refer to the Certificates subsec tion for details. If no certificate from
a certification authority is specified, the public certificate of the proxy server will

not be verified.

User certificate, private key

Specify the user certificate and private key to be used for verification of

2NF Helios IP authorisation to communicate with proxy server. Choose one of the
three user certificate and private key sets available; refer to the Certificates
subsection for details.
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This menu helps you configure the administration web server.

Web server settings
Web server language: English E

Remote access
enabled:

Figure 2.12 Web Server Configuration

Web server

HTTP settings

vort: R

HTTPS settings

Port: 443

User certificate: Self Signed| |

Web Server Settings

Web server port

Set the web server communication port. The change of this parameter will not

show until the next 2NE Helios IP restart .

Web server language

Set the default language after login to the web server.
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Admin password

Set the administrator password for 2N £ Helios IP configuration through the
administration web server. Enter the new pa ssword into both of the Admin
password and Confirm password fields. The password must contain 8 characters

at least, including one small letter, one capital letter and one digit at least.

Remote access enabled

Enable/disable remote access to the ad ministra tion web server from IP address es
outside the LAN in which 2N Helios IP is installed .

HTTP Settings

Port

Set the web server communication port for communication via unsecure HTTP

protocol. The change of this parameter will not show until the next 2N £ Helios IP
restart.

HTTP S Settings

Port

Set the web server communication port for communication via secure HTTPS

protocol. The change of this parameter will not show until the next 2N £ Helios IP
restart.

User certificate

Specify the user certificate and private key to be used for encryption of
communication between the HTTP serverin 2N F Helios IP and web browser on the
user side. Choose one of the three user certificate and private key sets available;

refer to the Certificates subsection for details. You can use SelfSigned option to

use automatically generated self -signed certificate which is created on the first

start - up of the device.
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Mic & Speaker
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This menu is used  forthe 2NE Helios IP audio

Speaker settings

Master volume:

Audio volume:

0 dB (default) ||

Audio AGC:

Warning volume:

Key beep volume

0 dB (default)[v|
- 0 dB (default)| |

Lock open volume: 0dB (default)[z!

CPT volume:

Ringing volume:

0 dB (default)| |
0 dB (default)| |

Adaptive volume

Adaptive mode:

Minimum volume

=

Maximum volume:

Volume correction:

Figure 2.13 Audio Parameter Settings

settings .

4£¥ Audio

Microphone settings
Sensitivity:

AGC:

AEC artefacts reduction:

Speaker Settings

Master volume

Set the global loudspeaker volume. This parameter controls the volume of the

calls and all acoustic signalling.

Audio volume
Adjust the loudspeaker

Warning volume
Set the volume of the

volume for a call.

2N Helios IP signal tones that announce status changes.
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Key beep volume
Set the volume of the tone generated whenever a key is pushed.

Lock open volume

Set the volume of the unlocking signalling ton e.

Call tones ‘

Set the volume of the dialling, ringing and busy tones if generated by 2NE Helios IP.
Ringing

Set the volume of the incoming call signalling tone i
are SI nalled when the automatic incoming call

reciiG. AR AL S AR D Tos"

captured by the integrated microphone. If the tones are detected correct, the test is

successful. The test time is approximately 4s. If the test fails (due to some extreme
surrounding noise, e.g.), the test procedure is repeated in ten minutes. Follow the

most recent test results via your confirmation interface or with the aid of 2NF Helios IP
Automation.
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Audio loop test settings Test result

Test enabled: Test time: -

Test time: 01:30 Test result: Unknown
Test period: Test status: Idle

Figure 2.31 Audio loop test

AudioL oop Test Settings

Test enabled
Enable/disable the automatic loop test.

Test time

Set the test time in the HH:MM format. You are recommended to test the
equipment when the intercom traffic is low.
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Set the test period to launch the test automatically once a day or once a week.

Test R esult

Displays the time of last performed test

Displays the result of the last performed test

Displays the test status
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Miscellaneous subsection .

Microphone Settings

Sensitivity
Set the microphone sensitivity.

AGC (Automatic Gain Control)
Set whether the Automatic Gain Control function should be used.

AEC artefacts reduction

Set th e mode in which disturbing noise (i.e. artefa cts caused by the ¢ ancellation of
local acoustic bonds on the intercom insta [lation site ) is reduced ; see Details on
Audio Parameters Function .

Adaptive V. olume

Adaptive  mode
Enable the adaptive volume control mode where the loudspeaker volume is
adjusted automatically according to the current ambient noise.

Minimum volume
Set the minimum volume value in the adaptive mode to avoid drop below the
defined limit.

Maximum volu  me
Set the maximum volume value in the adaptive mode to avoid increase above the
defined limit.

Volume correction

Turn up/down the loudspeaker in the adaptive mode in case the default adaptive
mode settings fail to meet the local conditions.

Details on Audio Parameters Function

Use the Master Volume , Audio Volume and Microph one Sensitivity parameters to
adjust the intercom loudspeaker volume and microphone sensitivity . Refertotheta ble
below for the value ranges for each 2NE Helios IP model.
Model Master Audio Microphone
volume volume sensitivity
Vario -6db .. +6dB (150mW) -6dB .. +18dB -6dB .. +6dB
Force/Safety 1W -20dB .. +16dB (1W) -6dB .. +18dB -6 dB .. +12dB
Force/Safety 19/ -20dB .. +20dB (10W) -6dB .. +18dB -6dB .. +12dB
Uni -20dB .. +16dB (1W) -6dB .. +18dB -6dB .. +12dB
Master volume i controls the overall loudness of the equipment and adjusts the level
for calls, signalling tones, etc . Set this parameter according to the intercom

45



Configuration 2.3

surrounding noise level . It is supposed that people naturally talk louder in noisy
environments than in silent places and so it holds true in general that the louder the
enviro nment, the lower the microphone s ensitivity level and vice versa

Audio volume i controls the gain ofthe reproduced signal of the telephone call
Increase the parameter value if the call volume value is too low for the current
enviro nment . Values hi gherthan +6dB , however, may lead to a slight signal

distortion, which does n ot affect the comprehensibility of your speech substantially
Microphone sensitivity T controls the gain  of the signal of the integrated

microphone and affects the audibility of the intercom user. The microphone sens itiv ity
values are relative to the automatic microphone sensitivity setting in the Master

volume parameter .

Tip

A If the sum of the  Audio volume a Micr ophone Sensitivity ~ values exceed
+12dB, the signal audio quality in the intercom T telephone direction may
get deteriorated in some situations. Such deterioration is caused by the

acoustic feedback between the microphone and loudspeaker and depends

on the specific intercom installation site conditions (installation method,

intercom position, environment qualit y, surrounding noise, etc.). If you
hear interference in your earphone during communication with the
intercom, setthe  AEC artefacts reduction to Low or High as necessary .
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Keyboard

You can connect up to 16 buttons to the accessible terminals inthe 2NF Helios IP
Audio Kit and Video Kit models . Set the button functions as necessary using the

Keyboard menu .

Button Functions

Row x column

The buttons are connected in a 4x4 matrix . One function can be assigned to each
matrix position: a numerical keypad butt on (0 to 9,* #) orone of the speed
dialling buttons for calling to a telephone directory position.
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