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Agenda

~ = Introduction

= |P Network Basics

= KNXnet/IP Tunneling

= KNXnet/IP Routing

= KNXnet/IP as Medium
= KNXnet/IP Security
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About us

Founded in 2001

Management
= Dr.-Ing. Th. Weinzierl, CEO

20+ Employees
= 10+ Developers

Quality management
= [SO9001

Products and Solutions
/= KNX Development
/= KNX Stack and Modules
KNX Devices

AN
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\ Where to fi

. Local commun

WEINZIERL

#

District Altotti
Approx. 50 km
Approx. 110 k

Own office builo
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Our Focus: KNX
~ 15+ years of experience \NEMBE,
Sh ) . N
areholder in KNX Association cvbl KN x

Active in the KNX System Group

Complete support of the KNX Standard {EST LAg
= Technology
= Solutions

= Products
" m Accredited KNX Test Lab
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KNX Development

= Hardware
= Software

KNX BAOS Modules
= Certified KNX Stack
= Transceiver

KNX Stack NGS
= Full integration

\ Development Services

evelopment Tools

Ae/sting & Certification
/= ©wn KNX Test Lab

WEINZIERL

#
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IP for Home and Building Control

\ IP: Internet Protocol

= Widespread basis for commuhnication applications
= Data Exchange
= Email
= Telephone (VolP)
Media Ethernet commonly available in buildings

= Reduction of the installation effort

Connection to the Internet
= Available almost everywhere
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KNX & IP

~ Usage as Interface
= Access from every point in the network possible
= Access is also possible via the internet

= Alternative for RS232 / USB interface fk\

-> KNXnet/IP Tunneling ‘ = ol

Usage as fast backbone

* Replacement of line-/area coupler through IP Router

-> KNXnet/IP Routing
PROFESSIONAL

Usage as KNX medium
/= Like TP, IP, RF
-> KNX IP only devices
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KNXnet/IP Requirements

\ Finding and discovering
of KNXnet/IP-Devices

= Core services

Configuration
of KNXnet/IP-Devices

= Device management

Bus access (ETS) s
= Tunneling Remote c e Object
l0gging conflguratlop .
Line / Area Coupling and diagnosis
7 o9 KNXnet/IP server
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Network Basics: Media

\ 10Base-T

= |[EEE802.3i
= Twisted Pair (CAT-3)
= Length per segment: 100m

100Base-TX

= |[EEE8002.3u

= Twisted Pair (CAT-5)

= Length per segment: 100m

Y, \ ) 10
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. Network Basics: Topology

\ Star
= Connection of the segments to:

-
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Network Basics

~ Addressing of a Device in the Network

= MAC-Address (Media Access Control)
= Unique in the World
= Unchangeable (fixed to the Hardware)
= Length 6 Bytes
= Syntax: 00-50-C2-55-40-00

IP-Address (Internet Protocol)
= Awarded by the Administrator

= |ength 4 Bytes (IPv4)

= Syntax: 192.168.1.1

= Subnetworks

/ \ \ »
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Network Basics

\ IP-Addressing \‘ ;'
Splitting to Subnetworks “

Splitting of the IP-Address to

= Net-ID N\

Example:

Subnet-Mask: 255.255.255.0

11111111.11111111.11111111.00000000

Net-ID: 192.168.1.0

First IP-Address: 192.168.1.1

Last IP-Address: 192.168.1.254

Broadcast: 192.168.1.255
N\

IP-Address: 192.168.1.25

Host-1ID: 0.0.0.25
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. Network Basics

Subnetworks

= Usage of personal IP-Addresses

= Are not used in public
= Class B: 172.16.0.0 to 172.31.255.255
= Class C: 192.168.0.0 to 192.168.255.255

Gateway-IP-Address

= When a user is beyond the Subnetwork,
it's necessary to have a gateway

= Remote access

14




Network Basics

~ Multicast-Addressing

= One transmitter — multiple receivers

= |P-Address area:
= 224.0.0.0 to 239.255.255.255

= Reserved for KNXnet/IP:
» 224.0.23.12

Multicast MAC

= 23 Bits of the IP-Address are
mapped on 01-00-5E-00-00-00

= Example: 224.0.23.12
= MAC: 01-00-5E-00-17-0C

WEINZIERL

#
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Network Basics: Ports

\ Address element (Transport Layer)

Assignment to corresponding Service (in Application Layer)
Length 2 Bytes

Reserved Ports
= 21 FTP Data Transferring
= 80 HTTP  Webserver
= 110 POP3  Access to Email-Server
= 3671 KNXnet/IP Building Information

/

ynamic Ports
//n \Variable usable
/ = Not fixed to an application

| = Mnterval from 49152 to 65535
Y, \ N\ 16
A

/
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Network Basics: DHCP

\ Dynamic Host Configuration Protocol

Central placing of
= |P-Address
= Sub-Network
= Gateway-IP-Address

DHCP-Server necessary

= Contained in common
DSL-Routers

Y \ N 17
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Network Basics: Layers
\ KNX EMI Frames
Application Layer (AL)
= KNXnet/IP

AL
Transport Layer (TL)
= User Datagram Protocol

Network Layer (NL)

TL

= |nternet Protocol

= Address Resolution Protocol i
hysical Layer (PL)/ LL |
ink-Layer (LL) PL |

Ethernet

_./ \ \ )
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. KNXnet/IP: Protocol

\ KNXnet/IP Telegram based on UDP

NX.coded in cEMI (Common EMI)
Eiample: Group telegram (Routing)

BC 11 04 00 01 E1I 00 80 CS
: O\&lo 05 30 00 11 29 00 BC DO 11 04 00 01 01 0O 80 19
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Network Requirements

~ TP-Cable (at least CAT-3) with RJ-45-connector

Free Bandwidth
= Hardly ever critical

Multicast

= Routing of Multicast-Telegrams

= Multicast-IP-Address
= 224.0.23.12
= Probably more

/\ \ .
A
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KNX IP Interface: Tunneling

i *

‘WEINZIERL

.KNX
@ o
.IP

(Conn
P
I
P
1

Interface to one KNX Line via IP

e.g. for the ETS

KNX IP Interface

‘. "
e~

@

o

.

¥ 731

: l

KNX IP Interface 731
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KNX IP Interface 731

ey

e = Functionality like the market proven model 730
| = Powered by the KNX bus

= First KNX IP Interface with 18mm width
(1 module)

3 x
viz

= Up to 5 simultaneous KNXnet/IP Tunneling
connections

o0
R 1
-

| KNX IP Interface

731

y F ] = Display of tunneling connections on the device
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KNX IP 731: Individual Address
\ Device Address [ ,
= As for all KNX devices o 5 @
Additional individual o e
addresses el =

= One for each IP tunnel
= Must be unique

Last Medified 20072016 16:06

u Since ETS5 Devices Last Downloaded 20.07.2016 16:05
"u A 4 H H Serial Mumber 00C5:01NCEIE
Visible in device tree [ Dynamic Folders
4 4] 15.15.255 KNX IP Interface 731 T
4] 15.15.2 Additional individual address Sinknow M

4 ] 15.15.2 Additional individual address
'[| 15.15.4 Additional individual address
'I:| 15.15.5 Additional individual address
'I:| 15.15.0 Additional individual address
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KNX IP 731: Parameter - General

~ Programming Mode on device front
= Disable/Enable

Manual operation on device
= Disable
= Enable with and without time out

Help 4 Highlight Changes Default Parameters @ g 6

Settings [ Comments Information
1.1.1 KNX IP Interface 731 > General settings

General settings Mote: For device name and |P settings see dialog "Properties”

Prog. mode on device front Disabled @' Enabled

Manual operation on device Enabled without time limit

255.255.255.255
N MAC Address
Unknown

Routing Multicast Address
22402312




\ WEINZIERL

\ -
KNX IP 731: Parameter - IP Settings

\ In ETS Property side bar

Device Name
= |dentification of the KNX/IP- i
Interface Sy
| ] Gk I L @
= e.g. first floor Sertings i oo
) Cktain an IP address autematically
IP-Address assignment O r—
= manual s
255,255.255.255
= automated (DHCP) Subnet Mask
255.255.255.255
Default Gateway
255.255.255.255
MAC Address
\ Unknown

Routing Multicast Address
2240.2312

/ \ \ o5
A
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KNX IP 731: Parameter - IP Settings

IP-Address

= |P-Address of the KNX/IP-
Interface

IP-Subnetwork

= For decisions about
Destination Address

= Communication Partner

= Gateway
IP-Gateway-Address
= For external communication

Zi Properties

@ E L O

Settings Comments Information

Cktain an IP address autematically

@ Us= z static IP address

IP Address
255,255.255.255

Subnet Mask
255.255.255.255

Default Gateway
255.255:255.255

MAC Address

Unkrniown

Routing Multicast Address
2240.2312

26



\ WEINZIERL

\ -
KNX IP 731: Usage as Interface (ETS)
\ Choice of individual addresses (up to 5)
= Used for bus connection

1 e | = Has to be configured manually

’ V‘VE'N_Z'.E&' = Saved in the device

::“" = Must not already be in use
| 'g 8- = Has to fit topologically ¢ Y M A
g 731

| N

sica .

> Individual

device a'!dressl
ress

YV VV V V VvV

1.1.10 1.1.250. . ccuuceeeennnnn. 1.1.255
/ N 27
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KNX IP 731: Connection in ETS

~ Usage of Tunneling (KNXnet/IP) &

Point-to-point-Connection - o

4 Configured Interfaces +

Options
-
A ibl very P -
4 Discoverad Interfaces

2 -
I n th e n etwo r k ot Hontor 1515255 KN IP Interfsce 731 1921681343671

R Mt B CNIAUSE nterface (Rl mounted) (Weinsier Enginezring GrbH)

- Diagnostics

Name
H H H Unload Device
Inimum C require o Bt 51
L] Device Info
Host Individusl Address
= Individual Addresses som
- n n Frogfamming Mode Individual Address
Settl ngs 3 Com m u nlcatlon i Sttess ek 151556 Address free?
]
Line Scan 1P Address
92.168.1.34

= Automatic search of all -
available interfaces -

“w Choose the desired interface
(Settings -> Communication)

/

)irect connection possible

roup monitor / Bus monitor
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KNX IP Interface 740 wireless
= Interface to KNX (Tunneling), e.g. for the ETS

= Wi-Fi (integrated Wi-Fi access point)

Ld
-
«»

)
-
L d

Y
7N

KNX IP Interface 740 wireless

29
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KNX IP 740 wireless - Benefits
Supported by ETS

Usage of common network components
= Notebooks already equipped with Wi-Fi

Initial start up possible by
one Person

. Installer can move around ETS©
the building almost freely

Encryption possible (WPA2)

30
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KNX IP 740 Parameters - General

Device Name
= |dentification of the KNX/IP-Interface
= SSID (WLAN)

WLAN encryption

Device: 1.1.2 KNX IP Interface 740

= Disabled Seneral Device nams

= Enabled

Device objects |/ Parsmeters | Commissioning |/

31
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KNX IP 740 Parameters - WLAN

\ Authentification mode
= WPA2-PSK (Wi-Fi Protected Access 2, PreShared Key)

Key

= 63 characters
available T T ST

eeeeee

Authentification mode WPAZ-PSK

Device ohjects .,-'f Parameters J," Commissioning _,n'f

32




WEINZIERL

#

KNX IP 740 — What'’s In the box

= KNXIP 740

= Plastic suitcase

=  Wall power supply
= Antenna
= Screwing terminal

= Documentation

33
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Classical KNX Topology
KNX
\ KNX TP only i
Usage of
1.0.0 2.0.0

= Line Couplers (LC)

= Area Couplers (AC) 1.1.0 1.2.0 2.1.0 2.2.0
Problem: Backbone 11188 [} ] o121 2188} ] 0221

1128 [} ] 122 2128 [} -1 222
1139 [ =123 2130 [F ] =223

= Routing for Visualization

* Central function 1140 [} 1] 88124 2140 F 1) 86224
= Slow 1150 [} {#125 2150 F ) %225
/ = Telegram loss possible 116= L ®126 2162 [ 1 #226

Closed system

é&lution: KNX/IP-Router

N 34
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KNX IP Router
= |nterface to KNX (Tunneling), e.g. for the ETS

= Line coupler functionality (Routing)

g

EINZIERL \ =
. KNX WEM:E~
. Mode l ®-
A e
‘ P O A
® \ o “e-
g GA: ; ’
- @ l
B ™
WENZIERL
-
o
.-
N
oW
')

KNX IP Router 751

35
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KNX IP Router 751

\ = First KNX IP Router with 18mm width
= Functionality like the market proven model 750

= Powered by the KNX bus

'WEINZIERL

= Up to 5 simultaneous
5. KNXnet/IP Tunneling connections

Diagnosis functions via buttons

Display of communication errors

36
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KNX IP Router: Installation

Switch

I | IP address
192.168.1.30

Internet \
IP address =
_
192.168.1.1 LAN
Subnet 255.255.255.0
IP address IP address

- luq’
e 192.168.1.10 " =r,-;—;192.168.1.11

J 5:” KNX IP Router J 1=
-E]_l 1.1.0 il_] 21.0

11188 CHwr1e 20188 CH] 0214
112% CHJ o 1.1.5KNX2.1.23§E' CHOo s
1139 =116 2130 ] = 215
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KNX IP 751: Parameter - General

~ Programming Mode on device front
= Disable/Enable

Manual operation on device
= Disable
= Enable with and without time out

1.1.0 KNX IP Router 751 > General settings

General settings Mote: For device name and |P settings see dialog "Properties

Prog. mode on device front Disabled © Enabled
Routing (KNX -= |F)
N\ Manual aperation on device Enabled without time limit

Routing (IP -= KNX)




WEINZIERL

\ ———
KNX IP 751: Parameter - IP Settings

~ In ETS Property side bar
Device Name -
IP-Address assignment :;pn = @ |
IP-Address Semm—_
IP-Subnetwork [
Default Gateway ::ky

Routing Multicast Address n;:;zdmm

Routing Multicast Address
224.0.2312

/ \ \ Y
A
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KNX IP 751: Parameter — Routing
~ Group telegrams (main groups 0 to 13)
= Block
= Route
= Filter

Group telegrams (main groups 14 to 31)

= Block
OoC
= Rout
oute
Route > Routing (| )
eeeeeeeeeee ( roups )
"
outing (| ) ¢ roaps )
Individual addressed telegrams Filter
Routing (| X)
aaaaaaaaaaaaaaaaaaaa Q' Rou
nowledge (ACK) of egrams  Always © Only if routed
N Acknowledge (ACK] =d ey
grams

/ \ \ 40
A
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KNX IP 751: Parameter — Routing
\ Individual addressed Telegrams
= Block
= Route

= Filter

Broadcast Telegrams
= Block

B > i -
] Route 1.1.0 KNX IP Router 751 > Routing (KNX -> [P)
General settings Group telegrams (main groups 0 to 13) Filter b
Rottting (KNX -> IP) Group telegrams (main groups 14 to 31) Filter b
Individual addressed telegrams Filter e
Routing (IP -> KNX)
Broadcast telegrams Block '@ Route
\ Acknowledge {ACK) of group telegrams Abways © Only if routed
Acknowledge (ACK) of individual addressed Oty et i
telegrams
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KNX IP 751: Parameter — Routing

\ Acknowledge of group telegrams
= Always
= Only if routed

Acknowledge of individual addressed telegrams
= Only if routed
= Always
= Answer using NACK

1.1.0 KNX IP Router 751 > Routing (KNX -= IP)

General settings Group telegrams {main groups 0 to 13) Filter bl

Routing (KNX -> IP) Group telegrams {main groups 14 to 31) Filter -
Individual addressed telegrams Filter

Routing (IP - KNX)
Broadcast telegrams Block @ Route

N\ .

Acknowledge {ACK) of group telegrams Always Q' Only if routed
Acknowledge (ACK) of individual addressed Only i routed al
telegrams
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KNX IP 751: Parameter — Routing

\ Group telegrams (main groups 0 to 13)
= Block

= Route

= Filter

Group telegrams (main groups 14 to 31)
= Block

= Route
1.1.0 KNX IP Router 751 > Routing (IP -> KNX)
General settings Group telegrams (main groups 0 to 13) Filter
Group telegrams (main groups 14 to 31) Filter

Routing (KNX -= |P)
Individual addressed telegrams Filter

adcast telegrams Block '@ Route
Rep f group teleg Disabled O Enabled
\
eeeeeeeeee individual addressed telegrams Disabled @ Enabled
Repetition of broadcast telegrams Disabled '©' Enabled

/ \ \ 43
A
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KNX IP 751: Parameter — Routing

~ Individual addressed telegrams
= Block

= Route

= Filter

Broadcast telegrams
* Block
= Route

1.1.0 KNX IP Router 751 > Routing (IP -> KNX)

Generzl settings Group telegrams (main groups 0 to 13) Filter

Group telegrams (main groups 14 to 31 Filter w
Routing (KNX == IP) p telegrams (main group :

Individual addressed telegrams Filter e
Routing (IP -> KNX]

Broadcast telegrams Block @' Route

Repetition of group telegrams Disabled @' Enabled

Repetition of individual addressed telegrams Disabled '© Enabled

Repetition of broadcast telegrams Disabled '@ Enabled

44
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KNX IP 751: Parameter — Routing

~ Repetition of group telegrams
= Block
= Enable

Repetition of individual addressed telegrams
= Block

= Enable

Repetition of broadcast telegrams

/ = Block .
/ 1.1.0 KNX IP Router 751 > Routing (IP -> KNX)
General settings Group telegrams (main groups 0 to 13) Filter b
= Enable
Routing (KNX - IP) Group telegrams (main groups 14 to 31) Filter -
Individual addressed telegrams Filter =
S\ Routing (IP -> KNX)
Broadcast telegrams Block '@ Route
Repetition of group telegrams Disabled @ Enabled

Repetition of individual addressed telegrams Disabled '© Enabled

Repetition of broadcast telegrams Disabled '@ Enabled
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3 ET54 - KNX-IP Koffer

ETS - Filter Table

Reduction of telegram traffic o S

Mumbee» [ Name | Object Function

Automatically created by ETS

4 [ 1.1 Linie (Koffer linke Seite)
.1~ Power supply unit 0
11- » k N 125/01 (230,
1110 KNXIP pousar 350

Preview function

4 {111 Pushb Edit Parameters
w2 Cownload 14
| 5L left Unlsad L
New: Full group address space Aol e -
522 Switch rigl Reset Device

« {1112 sinary Preview Filtar Table..
82]0: Switch - C & |Com
B 1: Status - €

l:|2: Switch - Ci

= Since ETS4

Unlink

52|3: Status - © At Pt "
= Implemented in KNX IP Interface 751 D o] @ Pty
120 KNXTP Add
4 1121 Pushby o e

82]0: Switch left
W1 Suwitch left] S (e

-
Ej Preview Filter Table '1,1.0 KNX 1P Router 750' - KNX-IP Koffer

= Cave ‘ Copy To Chpboard é Print

Preview Filter Table

355 Through Line Coupler,

\ 1.1.0 KNX IP Router 750

0 Neue Hauptgruppe
0 MNeue Mittelgruppe
o/o/f1-0f/0/4

46
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ETS - Filter Table |

Manual assignment of Group g e ..
addresses

= Drag & Drop

Drag it to the corresponding line
= Activation of the routing-flag

rom T
4 Properties (%] [ i ]
%} g ﬁ [ Remow ]
Setting: Comments Information.
MName:
Meue Gruppenadre:
Address: - & @ h 1 Clos
10 % i
e Preview Filter Table
1.1.0 KNX IP Router 750
Group address setlings
a ) 0 MNeue Hauptqruppe
! [ central 0 Neue Mittelgruppe
Pass thraugh Line Coupler 0f0f1-0/0f4
0/0f10 - 0f0f11
‘ 47
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Why use a Filter Table?

\ Routing IP -> KNX (TP)

= From a faster network to a slower network
= KNX TP: 50 Tel. per sec.
= KNX IP: 10 000 Tel. per sec. (10MBit/s)

= Filter table essential

= Buffering of telegram bursts
= KNX IP-Router 751: 150 buffers (FIFO)
= Approx. 3 seconds buffer

= Routing Lost Message

/ \ \ 48
A
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KNX IP Router 751 as Area Coupler

= Replacement of Area Couplers

= Preservation of Line Couplers @
= Addressing: l'"' |.'l.
= x.0.0 (x:1..15) KNX IP Router
1.0.0 o 200
KNX/IP Router addresses 11188 |:|' 1] o121 21180 |:|' '|:| 221
must not conflict! 1128 [] 1 122 212% F - 1222
1139 [} =123 2130 [F ] =223

1140 [} ] 88124 2140 F {08224
1150 [ J#125 250 F ) 8225
1.1.6= ] 0126 2162 [F ] #:226

49




WEINZIERL

#

KNX IP Router 751 as Line Coupler

= Replacement of Line

Couplers T
= No Area Couplers essential
= Addressing: 1‘ “"1
I KNX IP Router bai
= x.y.0 (x,y:1..15) 1.1.0 210
= 1225 Lines | l
11188 [CH] 0121 21188 [ 1] w221
Warning: 1128 0] o122 2128 [HA] 0222
KNX/IP Router addresses 1@ =123 2139 E:“'E%'Z-N
must not conflict! 1140 CH] 881224 2140 [JH] 06224
1150 CHA]) #6125 2150 CH) 225
1162 ] @126 2162 [ ] #2256

\L | 50
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KNX IP Router 751 - Mixed Installation

Usage of KNX/IP-Routers as Switch
= Line Couplers @
LAN
= Area Couplers ‘
[
Extension of existing 1 1P Router
installations 100 | °
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KNX IP 751: Connection in ETS

Integrated Interface
= Usage of Tunneling (KNXnet/IP)

Routing Port
= Usage of Routing (KNXnet/IP)

= Multicast

A w2 2 KNX
= N O fI OW CO n t rO I = conneclides Current Interface = P Routing

G KNX-USBInterface (Rail mounted) (Weinzierl Engineering GmbH) N
Interfaces Individuz| Address: 1165 i

Realtek PCle GBE Family Controller

= Limited speed .

4 Discovered Interfaces

Options 4 Configured Interfaces =

Group Monitor 1140 777 Dooropener 102.168.1.222:3671 0102:02:0405:06 Mt Webjeese
Bus Monitor i 202312
ol 1144BAOS T2 Ms 192.168.1.59:3671 100:24:60:00:75:AC
= Z MAC Address
= e 15.15.55 KNXIP Baos 777 Ms 182.168.1.39:3671 00:2460:00:E133
oup monitor
ol 113 KNX P Interface 730 - Rt 192.168.1.51:3671 00:24:60:00-A3:57
Unload Device
el 11.20 KNX IP Interface 731 192.168.1.210:3671 00:24:50:01:15:81
Device Info
110 KNX 1P Router 750, Board Wz 192.168.135:3671 00:50:02:55:4813
~ Individual Addresses
@ KNX-USB Interface (Rail mounted) (Weinzierl Engineering GmbH)

'
H P Mod,
rogramming Mode
o Bus monltor - ? Realtek PCI
Individual Address Check
’

Line Scan

\\
/ =» No allowed

E7S Version ET5 552 (Build 665) @ | Licanse Demo  sor: 0 sciive

" uld.conflict with routing
N 52
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KNX IP LineMaster 762

= Power supply (640 mA) including choke
= |P Interface to KNX (Tunneling), e.g. for the ETS
= |P Line coupler functionality (Routing)

|
1. - - | : E

WEINZIERL f — | i) = |
i
VVEINZIERL ‘Q‘ g %
. @ : .,
g g ‘:‘é 762 a s 0,0
- E '
: ~ ©_.0©
n z LA

]
¢

O O e

]

/\ \\ KNX IP LineMaster 762
’ \\\ : 53
A

]
Salo
- -
f'.\s



\ WEINZIERL
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KNX IP LineMaster 760 - Features

\ KNX Power Supply with KNX IP Router
= Width of 6 units (108 mm)

= Integrated Choke

= Auxiliary output

= 640 mA

‘ IP Router
= Extended Filter table (Main groups 0..31)
= |P Interface function (6 Connections)

Diagnosis via display
= Power
= Communication

54
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. KNX IP BAOS

RL

WEINZIERL
777

]

0

12 o e
z o 6”6
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What is BAOS?

Bus Access and Object Server

Bus Access
= Telegram level
= Programing interface for ETS

Object Server
= Group object level

= Universal IP Gateways
for home and building control

= Residential Gateway

NX IP BAOS
1
o
]

Kl
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= For an easy access to KNX networks
for non-KNX applications

W
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BAOS: Applications

Typical application areas
= Visualization without additional Editors

= KNX Gateways for
= Heating
= Air Conditioning
= Audio

Applications just use E
BAOS protocol H = [ ‘ 1_%
'/ = No need to handle ' &
KNX telegrams A J 13 Oc 0o g
|

= No need to know e Sbs
group addresses | 88 ¢ 2 S
KNX IP BAOS 773
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BAOS Communication

\ Telearam Acces: BAOS ACCESS Group Objects: Application Layer
Telegrams: Link Layer

Ol | |
Q i BAOS allows access to data points

‘Communication

Application Layer OSI/ISO Reference Model
Te’:“"”"“":; = Separation between application
ofentaled | less and communication
Network Layer . .
— Object server stores data point values
Link Layer
| o = Active even if no client connected

ysikal Layer

= Short latency without Group-Value-
Read

58




= Support of 250/1000 data points

\ WEINZIERL _
KNX IP BAOS 773/ 774
\ = First KNX IP BAOS with 18mm width
‘ * Functionality like the market proven model
' S 771/772
@~

g ‘g! = Powered by the KNX bus
; ®: o
= lm B - Up to 5 simultaneous
B 8- KNXnet/IP Tunneling connections
2 @
£ ® = Diagnosis functions via buttons

] = Display of communication errors
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KNX IP BAOS 773 / 774
BAOS Binary Protocol V2 on UDP/IP or TCP/IP

‘. . Web Service Protocol JSON
l B (Java Script Object Notation)

= For browser integration

il W__.T SDK / Tools available

lode

= Windows

-}
® ‘
1 A ‘ ‘—a -
KNX IP BAOS
N

»

-

o = Linux
‘o:n

KNX IP BAOS
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M
P
C
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Connect to BAOS - Binary Services

\ Native written applications

Link a already built-in Ethernet device to KNX
= E.g. Audio actuator
= PLC (Programmable Logic Control)

Usage together with BAOS SDK (Software Development Kit)

Easy start (no client-side implementation of the KNX BAOS
Binary protocol necessary)

++, C#, VisualBasic.net

/ \ \ 61
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Connect to BAOS - Web Services

To be used within web applications

Wohnzimmer

Based on JSON (Java Script
Object Notation)

WEINZIERL _ B2

Perfect for web programmers

mmmmmmmmmm

Applicable on mobile devices =

============

= iOS (iPhone, iPad) =

= Android based
mobile phones

111111111111

----------

APl (Application Program ——
Interface) available

Garagenfichter

'Demo incl. usage of API available
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KNX IP BAOS Parameter - General

~ Programming mode on device front
= Disabled
= Enabled

Manual operation on device
= Disabled
= Enabled with timeout
= Enabled without timeout

111 KNX IP BAOS 773 > General settings

Sending of indications

Description Note: For device name and [P settings see dialog "Properties”
[ | D | S a b I ed . Prag. mode on device front Disabled @ Enabled
/ General settings
Manual operation on device Enabled without time limit =
' \Enabled Detzpoints 1- 10
. Object server
Datapoints 11 - 20
Send indications Disabled O Enabled

Datapoints 21 - 30
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BAOS Parameters — IP Configuration

~ In ETS Property side bar

Device Name

Zi Properties >

IP-Address assignment o - @

Settings 2 Comments  Information

I P-Ad d ress Cbtain an IP address sutomatically

@ Use z static IP address

IP Address
IP'Su bnetWOI‘k 192.168.1.200
Subnet Mask

Default Gateway

Default Gateway
192.168.1.1

Routing Multicast Address MAC Address

Oe50:C2:55:40:00

Routing Multicast Address
224.0.23.12

/ \ \ 64
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BAOS Parameters — Data points

Type of data point
= Select data point type (DPT)

111 KNX IP BAOS 773 > Datapoints 1- 10

Description of data point

Description Datapoint 1 - Type DPT 01 - binary - 1 bit -

Description Datapoint 1
General settings

m Strlng to |dent|fy data pOint, Detapont2 - Type DPT02 - binrycontrolled -2t .

Datapoints 1- 10

L J h t L 3 o R “ Description Datapaint 2
eg =y Ig VI ng oom e Datapoint 3 - Type DPT 03 - dimming - 4 bit ~
Datapoints 21- 30 Description Datapaint 3
. . .
= Used in group object view TR 0P~ gy -
Description Datapaint 4
Datapoints 41 - 50
Datapoint 5 - Type DPT adjustable - 2 byte v
Datapoints 51- 60 s 5
/ Description Datapaint 5
Dztapoinis 61 - 70 Datapoint 6 - Type DPT adjustable - 14 byte 4
Datapoints 71- 80 Description Datapaint 6
g Datapoint 7 - Type Disabled ¥
Datapoints 81- 90
. Datapoint 8 - Type Disabled ¥
Datapoints 91- 100
Datapoint 9 - Type Disabled ¥
Datapoints 101 - 110 .
Datapaint 10 - Type Disabled x

Datapoints 111 - 120
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KNX IP BAOS 777

= Universal KNX IP Gateway
= KNXIP Interface

WEINZIERL

/EINZIERL
777

©
P—

= Object Server

=  Web Server
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. KNX IP BAOS 777: System Integration

Structure &
Values

KNX IP BAOS

Configuration
/Structure & Links

67
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\ KNX IP BAOS 777: Configuration

. On Device (menu + keys)
= |P Configuration: DHCP / Static

Web Browser

= |P Configuration
| = Individual Address
\ = System time

= KNX Programming Mode

‘= Services enable / disable
/Efs

=“Complete configuration

/f\ 68
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\ KNX IP BAOS 777: Product entry

With building structure

= Rooms

Functions

= Set of related group objects
= E.g. dimming control with state

= Generation of semantic information
= E.g. for Visualizations

= Meta data available via RESTful web services

69
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KNX IP BAOS 777: Structured ETS

Functions

1.1.1 KNX IP BAOS 777 > Building

Allgemein

- . Gebaudename Gebaude
= Switching
Dienste
Funktion B.1 Schaltfunktion o
Gebéude Schaltfunktion ¥ -
Name

Schaltfunktion mit Status

= Switching with state

Funktion B.2 Dimmfunktion mit Status {Ein/Aus)
Wohnzimmer Dimmfunktion mit Status (%)
Name Jalousiesteusrung

. . Schlafzimmer Jalousiesteuerung mit Status
= Dimmin Funion 83 i i
Badezimmer Rolladensteuerung mit Status

Temperatur
Kiiche hiiie

Temperatur mit Sollwert

. . . Szenensteuerung
= Dimming with state i
Fensterkontakt

Hame Tiirkontakt

Rauchalarm
Funktion B.5

= Temperature with set point L :

= RGB Control
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KNX IP BAOS 777: Web Visualization

Fo |- Jimkan]

| . BAOSTTT Webinterface x| 4

(: 192.168.1.60/%/ dashbeard/rooms/1/list @ || Q suchen 3 AT E QoA e =

@ App Visualization % Device @ Datapoints

Building

T,

192.168.1.63

Living Room ]
) House lights
[ Sleeping Room ]
3 | on || off |
Bathroom —t
4 10:53 56 % [
Kitchen ]

WEINZIERL _ B Chitarens Roam

Wohnzimmer

£+ Device

Schlafzimmer

Badezimmer General

Jalousies South Side

- L A a —
‘ ‘ ‘ J ‘ J ‘ KNX IP BAOS 777

Kiche

( Y e o

Kinderzimmer

Gebiude

Hauslichter

On ‘ Off |

WEINZIERL
.
7T

33

Time / Date

KIP BADS

71
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\ KNX IP BAOS 777 - Features

0’ I

WEINZIERL
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. Timers
= One time (Date / Time)

= |nterval timer

= Stored and running in BAOS device,
active even without client

History

= For each data point available

"= Up to 1 mio. events
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\ KNX IP BAOS 777 - AP

\

= Software-Development-Kits (SDK’s)
= RESTful web services
= Get data point value description

= Get/Set data point value

=  Get meta-data (rooms and functions)

= Get/Set Timers
Get/Set history configuration

' Get history values

N 73
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. KNX Medium IP

IP is one of four media in KNX
Supported since ETS4
KNX Interworking

Mixed installations possible

WEINZIERL

#
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Topology with KNX IP only

1L
KNX IP Router J . ) f% KNX IP Only
1.1.0
2.1.0 Lrs 11
21188 [ H{] 0221 [ =
2128 [H] 1222 . i KNX IP Only
2139 [H] =223 ' J_312
2140 [ 88224 ,
‘E Ty :
2450 CHA] %225 =
o . KNX IP Only
2162 ] @226 .
s;_' 3.1.3

75
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KNX IP Multi 10 580

= KNXIP only device

= Universal IO device
=  Width only 6 units
= 48 free configurable IO channels

= Power supply of 10s
via external 12..24 V

= Diagnostic and manual operation
via menu

76
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ion example

i 10 580 — Installat

KNX IP Mult

\

Power Supply
230 V-
24V=DC, 1A

2a=A¥2Z

oa=A¥2

20 =AY

2a=A¥2

WEINZIERL

2a=A¥e
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Remote Control (NAT)

. KNX IP Router/Interface works as server

Available beyond the private Network

IP-Address has to be known
= Static -
* Dynamic Domain-Name-System (DNS)en

I¥s '.'? . .

NAT (Network Address Translation)

|
1

Routing to a private Network I

/};I,emented in common DSL-Routers

Possible with ETS from version 3.0f



'!-‘_‘
——

\ \ WEINZIERL

#

I\Remote Access (VPN)

\ Access via NAT: unsecure

| Usage of VPN (Virtual Private Network)

\

‘.; Common VPN-Routers available

\
Connecting by PC to external VPN

More effort during Installation
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bptical Media

Bridging of distances > 100 m

- Electrical Decoupling

\

\ (Lightning protection)

1\\ Usage of optical fiber

= Multimode
- = Range <2 km

= Mono mode / Single mode
= Range < 40 km

80
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KNXnet/IP Security
~ > Protects data within IP network (Routing)

> Protects access to KNX network (Tunneling)

a i

KNXnet/IP Router KNXnet/IP Router
or Tunneling Server or Tunneling Server

TP Area TP Area

. . Line coupler . . Line coupler
. T

‘ y \ . End device End device d
A

Ine

TP L
TP Line




\ WEINZIERL

\ -

KNXnet/IP Security - Characteristics

Data Integrity

= Prevents an attacker from manipulating ﬁ
KNX telegrams (MAC)

Freshness

* Prevents messages from being recorded ﬁ
and used unchanged (Sequence No)

onfidentiality
/ m/Data is encrypted (AES) ﬁ

QL |
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KNXnet/IP Security - Secure frame

KNXnet/IP KNXnet/IP Secure Wrapper Body
Secure : :

Wrapper Security MAC
Header Information

Authenticated Authenticated AUtgﬁgf'c?é%d : Encrypted
Unencrypted e
Replay protected
IP header

= Ethernet — IP — TCP/UDP
KNXnet/IP header

= Service: KNXnet/IP secure wrapper frame

({NXnet/IP secure wrapper frame

/ = Security Info: Session ID, SegNo, Serial No, Message Tag
= Qriginal KNXnet/IP frame

= Message Authentication Code (MAC)
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Future Prospects

\ KNX over IP increasingly more important

KNX/IP-only Devices
= No TP-Connector
= KNXnet/IP as protocol
= |nterworking KNX

* Management KNX
= Commissioning using ETS

= Databases like TP-Devices
, * Link.to multimedia

Expansion of KNXnet/IP
/= Remote logging

/ a Security (ongoing) )
nga
/

\ \ 84
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Overview: KNX IP Devices

KNXnet/IP KNXnet/IP BAOS Integrated Bus Wireless Web
Tunneling  Routing Object power powered (WLAN/ server
(Interface (Line Coupler Server supply for Wi-Fi) with
e.g. for over LAN) (Access to bus visuali-
ETS) data points) zation

v

|
} + KNX IP Interface 731

KNX IP Interface 740
wireless

! KNX IP Router 751

N,
<

® KNXIP LineMaster 762

i KNX IP BAOS 773/774
o 4 \

N B M
<
AN

RN
<

= X IP BAOS 777

l
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KNX IP BAOS

i+ Thank you |
for your attention/f



