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I 1 INTRODUCTION

We would like congratulate you for purchase of the new INTERCOMMODULE and we would like thank
you for your trust. That you're able to cope right with the new device from the beginning, we
recommend that you carefully read the operating manual.

That’s how you get to know the INTERCOMMODULE quickly and comprehensively. In addition, the
operating manual is given you advices for installing and using your new device.

BAB TECHNOLOGIE

@ POWER/BOOT

@ STATUS @
INETRCOMMODULE

IP

o
@
0
Q

12-:32VDC
POWER
+ -

BAB TECHNOLOGIE
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Figure 1: INTERCOMMODULE IP
Product name: INTERCOMMODULE IP
Usage: The INTERCOMMODULE (ICM) provides the connection between an IP-capable
video intercom system and a visualization application, such as CONTROL-L
based on EIBPORT or a client, equipped with the CONTROL T 2 software.
Optional with KNX/TP interface (in preparation)

Mounting: DIN rail mounting
Article number: 10582 (IP)
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1.1 FUNCTION OVERVIEW

With the INTERCOMMODULE it will be able to display on a SMARTSURFACE via Software CONTROL T 2
an IP-capable video door-station system. In connection with the EIBPORT or CUBEVISIONMODULE (in
preparation) there is possibility, through the integrated visualizations on e.g. touch screen, receiving the
sound and video image of a video door-station and also controlling these.

The INTERCOMMODULE is intended for usage in small systems and can provide up to 18 outdoor
intercom stations and 18 indoor stations.

A special feature of the INTERCOMMODULE is that video door intercom station cab be mixed from
different manufacturers.

1.2 INTERCOMMODULE OPERATING PRINCIPLES

The INTERCOMMODULE is an application server for video and VolP (Voice over IP) based on the open
source software FreeSWITCH. SIP compatible control units can communicate with it.

It is important to distinguish whether the video door station is a SIP server or a SIP client. The SIP port
5060 is enabled for external communication of the INTERCOMMODULE.

A SIP server is e.g. the ABB Welcome. The ABB Welcome has an IP gateway (83342) that works as a
server where it is required to be log in (at the INTERCOMMODULE).

Other intercom systems, such as the DoorBird or 2N only work as a client and therefore it isn’t required
to be explicitly configured in the INTERCOMMODULE.

The INTERCOMMODULE supports both SIP client and SIP server video door station. Thus, intercom door
station can be operated in both versions as "client mode" as well as "server mode".

a) Currently supporting "Client Mode" video door stations:

The company DoorBird (Generic type, anonymous client mode)
The company Firma 2N (Generic type, anonymous client mode)
The company AGFEO (Generic type, registered client mode)
The company MOBOTIX (Generic type, registered client mode)

b) Currently supporting "Server mode" video door stations:
Company ABB | Busch-Jaeger Welcome together with the IP Gateway 83342

As indoor intercom station will be installed the software CONTROL T 2 on Windows Touch Panel PCs (for
example SMARTSURFACE). The Touch Panel PC must be equipped with microphone and loudspeaker. To
improve the voice quality, we recommend the use of a DSP chip (Digital Sound Processor), e.g. the
CLEAR VOICE MODULE.

Another indoor intercom station is used the EIBPORT. The configuration for the EIBPORT is done by a
TOKEN, which is generated by the INTERCOMMODULE. Thus, the intercom function can be used for
CONTROL L. Other applications such as for CUBEVISIONMODULE are still in the development progress.
Due to automatic configuration, automatically generated clients emerge in the configuration of the
INTERCOMMODULE which are not editable but only erasable. The maximum number of clients is 18. It
should be noted that the INTERCOMMODULE does not automatically delete automatically logged on
clients. By repeatedly deleting the browser cache of the Control-L it can happen that the maximum
number is reached and no new clients are accepted. Then the user himself has to remove clients in the
INTERCOMMODULE.

6 | BAB TECHNOLOGIE GmbH INTERCOMMODULE
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1.3 TECHNICAL DATA

Article No. 10582 (IP)

= Operating voltage: 12-32V DC

» Typical power consumption: 300 mA [ 12V DC

= Power consumption: <=5 W

= Connection: Power supplier over screw-type terminal
= Resistant to climate: EN 50090-2-2

= Ambient temperature: -5 to + 35 °C

= Rel. humidity (non-condensing): 5 % to 80 %

Mechanical data
=  Mounting: DIN-rail housing 4 units
= Dimensions (WxHxD)in mm: 72 x 90 x 63
= Housing: Plastic
=  Protection class: IP20 (according to EN 60529)

Interfaces:
= Ethernet over RI45-feamle connector

Specific features
Software requirement
= Operating system: independent

=  Communication: Network interface
=  Browser: current standard browser

1.4 SCOPE OF DELIVERY AND INTERFACES

The INTERCOMMODULE will be delivered in carton with the following contents:

e Ix INTERCOMMODULE
e Ixscrew-type terminal 2-way power supplier

A power supply unit for the device is NOT included in the scope of delivery!

In addition to the connection for the power supply (12-32 V DC), the INTERCOMMODULE has the
following interfaces

e 1xRJ45: Ethernet 100Mbit/s Full Duplex
e 4x USB-terminal (not supported)

Factory setting by delivery

e |P-address 192.168.1.221
e User name admin
e Password admin

e Device Name INTERCOMMODULE

INTERCOMMODULE BAB TECHNOLOGIE GmbH | 7
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Mounting INTERCOMMODULE IP INTERCOMMODULE

MOUNTING INTERCOMMODULE IP

The device on picture is the INTERCOMMODULE IP, DIN-rail housing 4 units. Dimensions (width x height
x depth): 70 x 90 x 63 mm

So that the power supply can be connected easily, the screw-type terminals (see figure below)
can be taken off.

Now the cable of the power supply is connected to the screw-type terminals (see figure below).
Please observe the polarity!

Next, the screw-type terminals can be inserted again on the INTERCOMMODULE.

Now the device can be snapped onto the DIN rail, according to DIN EN 607 15.

O POWER/BOOT

O STATUS @
INTERCOMMODULE

LAN

12-32VDC

POWER
+—

5 S

N
OO

Figure 2: Connection drawing INTERCOMMODULE

BAB TECHNOLOGIE 10583 \./

INTERCOMMODULE features

(1)
(2)
(3)
(4)

Power supplier via screw-type terminal 12-32V DC
Rl45-female connector for Ethernet LAN
USB-terminal (not in use)

Power | Boot LED

8 | BAB TECHNOLOGIE GmbH INTERCOMMODULE
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2.1 LED STATUS

The INTERCOMMODULE has two DUO LEDs ("Power | Boot" and "Status"). Each DUO LED has one
green and one red LED. The upper LED is for power | boot, the lower LED is the status LED.

POWER | BOOT LED

LED display Status

OFF The device is not ready for operation. No operating
voltage is supplied

GREEN The device is ready for operation.

Flashing ORANGE The device is booting.

STATUS-LED

LED display Status

OFF The device is booting.

Flashing GREEN The device has been started; the LED simulates a

"heartbeat". The flashing interval increases
depending on the device utilisation.

Explanation:

The green "Power[Boot" LED lights up as soon as the INTERCOMMODULE is supplied with power. Two
or three seconds after the power supply has been switched on, this LED also starts to flash red (flashing
orange) until the booting process has been completed. Then the LED is permanently illuminated green,
while the "Status" LED flashes green (simulates a "heartbeat"). The flashing frequency increases
depending on the device utilisation.

The INTERCOMMODULE takes for starting approx. 2 minutes for starting.

INTERCOMMODULE BAB TECHNOLOGIE GmbH | 9
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I 3 INITIAL OPERATION

If the INTERCOMMODULE has been mounted and started as described in chapter " ", now can
be continued the commissioning as specified below.

Factory setting by delivery:

IP-address 192.168.1.221
Subnet mask 255.255.255.0
Username admin

Password admin

Device name INTERCOMMODULE

Note: The password must be changed immediately when logging in for the first time. If the
password is lost, the device cannot be reset!

3.1 LANGUAGE

Web interface

The language used for the INTERCOMMODULE Web interface is based on the language set in the
browser. German and English are currently available in the INTERCOMMODULE. If the browser is set to a
language other than German or English, English is displayed in the INTERCOMMODULE interface.

3.2 SYSTEM REQUIREMENTS

= Current browser (e.g. Firefox, Chrome, Safari etc.)
Do not use Internet Explorer

10 | BAB TECHNOLOGIE GmbH INTERCOMMODULE



Dokumentation L .
INTERCOMMODULE Initial operation | @

3.3 ESTABLISHING CONNECTIONS

In order to configure the INTERCOMMODULE, a current browser and a network connection to the
device are required. If the device is in the condition of delivery, it can be accessed at the above-
mentioned IP address and the network settings must be adjusted to the address range, where necessary.
Please follow the information given in the chapter “ ” for
this purpose.

3.3.1 ADJUSTING THE NETWORK SETTINGS OF YOUR
COMPUTER

In order to adjust the network settings of your computer and establish a connection to the device,
please proceed as described below:

= Open the IP address settings (under Windows 7):

= Click "Start Button" --> "Control Panel" --> "Network"

= Select "Network Connection", then "LAN Connection" ("Intel PRO1000 GT" in the figure
below).

& x

i) '-"t » Control Panel » All Control Panel ltems » Network and Sharing Center v o Search Control Panel pe

File Edit View Tools Help

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Nicht identifiziertes Netzwerk Access type: Internet
settings Public network Connections: [ Ethernet

Change your networking settings

i Set up a new connection or network
Set up a broadband, dial-up or VPN connection, or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems or get troubleshooting information.

Seealso
HomeGroup
Intemnet Options

Windows Firewall

0 items 1™ Computer

Figure 3: Windows - network and sharing centre

INTERCOMMODULE BAB TECHNOLOGIE GmbH | 11
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= Then click "Properties":

o Control Panel\Network and Internet\Network Connections - 8l
1 & ) Control Panel » Networkand Intemet » Network Connections v | & | | Search Network Connections @

File Edit View Tools Advanced Help

Organise v Disable this network device D fthis connection » HZ v [l @
General |
= | Ethernet
o> Nicht identifiziertes Netzwerk Connection
@27 Controller der Familie Realtek PCL.. ¢ IPv4 Connectivity: Internet Ev2)
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 00:17:07
Speed: 1.0 Gbps
| Detais...
Activity
Sent — % ——  Received
Bytes: 757,730 | 4,619,396
[ @ properties | | @pisable || Diagnose |

Close

Jitems 1 item selected ==

Controller der Familie Realtek PCle GBE 1™ Computer

Figure 4: ,Ethernet“status

= Select "Internet protocol Version 4 (TCP/IPv4)" and click "Properties" again:

& Control Panel\Network and Internet\Network Connections =g
1 & » Control Panel » Networkand Intemet » Network Connections v ¢ | Search Network Connections 0

File Edit View Tools Advanced Help

Organise v Disable this network device isconnection » EI v [ @

= Ethemet &'
¥ Nicht identifiziertes Netzwerk

@7 Controller der Familie Realtek PCl.. 3¢

Networking | Sharing |
Connect using: %)
¥ Controller der Familie Realtek PCle GBE

This connection uses the following items:

42 Q05 Packet Scheduler ~
[7] - Microsoft Network Adapter Muttiplexor Protocol

=& Microsoft LLDP Protocol Driver

-4 Link-Layer Topology Discovery Mapper 1/0 Driver

~4- Link-Layer Topology Discovery Responder

+&- Intemet Protocol Version 6 (TCP/IPvE)

P - et Protocol Version 4 (TCP/IPvé) v

< >
[ nsal. | Uninstal | Propetties -
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

3items  1item selected

Controller der Familie Realtek PCle GBE 1% Computer

Figure 5: Properties of the LAN connection

= Now note down the current IP address settings or take a screenshot in order to ensure that you
can reset the IP address setting following the configuration of the INTERCOMMODULE.
= Now change the IP address settings (IP address and subnet mask) as required:

12 | BAB TECHNOLOGIE GmbH INTERCOMMODULE
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& Control Panel\Network and Internet\Network Connections =
) IE‘ » Control Panel » Network and Internet » Network Connections v o Search Network Connections
File Edit View Tools Advanced Help il Cibnoant Cin b
Organise v Disable this network device ~ Di | ¥ Ethernet Properties i cotineciion!. »° BBy

K x
o= _ Nicht identifiziertes Netzwerk o~

@7 Controller der Familie Realtek PCl... 3§ Canaa

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically

(®) Use the following IP address:

IP address: 192.168. 1 .200
Subnet mask: BE3.255.255. 0
Default gateway:

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server:

Alternative DNS server:

[ validate settings upon exit Advanced. ..

oK Cancel d

3items  1item selected

Controller der Familie Realtek PCle GBE 1™ Computer

Figure 6: TCP | IPv4 properties

Example of a valid configuration for the factory settings of the INTERCOMMODULE:

» Free IP-address: 192.168.1.228
= Subnet mask: 255.255.255.0
=  Now confirm your input with "OK".

»

L£]

» Close all windows until the "Windows Network and Sharing Centre Settings" window is shown.

Thus, you have adjusted the network settings of your PC to those of the INTERCOMMODULE. You can
access the web interface of the INTERCOMMODULE by means of the browser. Restore the original
network settings of your PC by following the steps described above as soon as you have configured the

INTERCOMMODULE correspondingly.

If the IP address of your PC and your INTERCOMMODULE are in the same network mask, you can

continue with the configuration.

INTERCOMMODULE BAB TECHNOLOGIE GmbH | 13
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3.4 ADJUSTING THE NETWORK SETTINGS OF THE
INTERCOMMODULE

If the network prerequisites have been created, you can now access the configuration of the
APPMODULE in order to adjust the network settings to the local requirements there. To do this, please
proceed as described below:

= Enter the IP address of the INTERCOMMODULE in the address line of your browser (for factory
settings: 192.168.1.221).

INTERCOMMODULE @ BAB
version 1.0 TECHNOLOGIE

A

PDF 0

Documentation Information Log In

Figure 7: INTERCOMMODULE web interface log in

» The start page of the INTERCOMMODULE opens. Click on "Log in" on the left edge of the
screen (see figure above, orange circle)
= Alogin dialog appears. For factory settings, the login data is as follows:
Username: admin
Password: admin

Username

Password

Figure 8: Log in dialog

Note: The password must be changed immediately when logging in for the first time. If the
password is lost, the device cannot be reset!

Note: Logging in only works if the browser is authorised to save cookies!

14 | BAB TECHNOLOGIE GmbH INTERCOMMODULE
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= The view on the home page is changing. Now you can reach the following levels:

= Intercom Configuration
= Configuration

= Information

= LogOut

» To change the IP address of the INTERCOMMODULE please click on "CONFIGURATION"

INTERCOMMODULE

wiersion 1.001

>

Intercom Configuration

Information

-o0—
—0
o W—

Configuration

R

0

Log Ot

@ BAB

TECHNOLOGIE

PDF

Cocumentation

Figure 9: Web interface — open configuration

The configuration menu opens. In the menu item "Network" the following settings can be done:

IP-address| subnet Field for the static assignment of IP addresses. Please make also sure that the

mask | gateway: subnet mask (often 255.255.255.0) and the gateway entry are correct. (Often
the IP address of the WLAN router).
Note: Without a correct gateway entry, the device will not be able to

communicate with the Internet.

DNS server: DNS is the abbreviation for Domain Name System. The DNS server converts
Internet addresses, for example "www.bab-tec.de" into the IP addresses
"85.214.89.170" and vice versa. Without a valid DNS entry, NTP-, weather- or
UPnP services do not work.
(Often the IP address of the router. Alternatively, you can enter a public DNS

server).

NTP server: NTP is a free service for synchronising the system time of Internet-compatible
devices. If it is not possible to establish the connection to an NTP-Server, the
system time must always be checked and adjusted manually.

NTP-Server list: e.g. http:/ /www.pool.ntp.org/zone/europe

INTERCOMMODULE

BAB TECHNOLOGIE CmbH | 15
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Ceneral

Nekbwark

user administration
Remots Servicing
Backup f Restore

System

' Save Configuration

MNetwork
>

IP Address 192.168.1.221
Mermazk 2552552550
Gateway 19216811

DNS Server
DS Server #1 192.168.1.1)
DNS Server #2
DM5 Server #3

MTP Server
MWTP Saruer #1 0.de.poolntp.org
MTP Sarver #2 2222
MTP Server #3

' Save Configuration

Figure 10: Network settings

Change the IP address settings as required. In order to save the settings made, click "Save
Configuration". The server in the device is restarted; the browser automatically connects to the new IP

address if possib

le.

Note: Please bear in mind that you might have to reset the IP address of your computer to the

initial value in order to be able to access the INTERCOMMODULE after the change has been made.

16
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I 4 CONFIGURATION INTERCOMMODULE

4.1 SAVING THE CONFIGURATION

As soon as you have made changes to the configuration, such as the name or the IP address of the
INTERCOMMODULE, click on the field "Save configuration".

4.2 GENERAL

Click on “Configuration” to make changes to the general settings.

' Sazve Configuration

s

L1
18}
iT
[=1]

Network
Device Mame ntercomidodule
User administration
memote S2rvicing Sy=tem Time 01.07 20192 16:55
Backup fRestore
Time Zone Eurcpe/Eerlin w

System

'  Sazve Configuration

Figure 11: General configurations

Device name: Here, you can assign an individual device name for your INTERCOMMODULE. This name
is then displayed in the “Discovery Tool” and BAB STARTER.

System time:  The current system time of the device is shown. Clicking the button synchronises the
system time of the device with that of the local PC. To synchronise the system time
automatically, please use the NTP service. See chapter “ "

Location: Edit the installation site so that the correct time zone can be set.

Note: The system time must be correct for the software to run properly. Please make sure that
the system time is always correct. If synchronisation with NTP is not possible, correct the system

time manually.

INTERCOMMODULE BAB TECHNOLOGIE CmbH | 17
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4.3 NETWORK

The INTERCOMMODULE has no DHCP. The INTERCOMMODULE and the outdoor stations | gateways
must have a fixed IP address. If the outdoor stations | gateways don’t have a setting for a static (fixed) IP
address, they must receive a permanently assigned IP address by the DHCP service inside from router or
server.

IP-address/ The network settings must be carried out statically. In case of doubt, contact
network mask | your network administrator as to which settings are to be carried out. Please
gateway: note that an IP address may never be assigned twice!

DNS server: DNS is the abbreviation for Domain Name System. The DNS server converts

Internet addresses, for example "www.bab-tec.de" into the IP addresses
"85.214.89.170" and vice versa. Without a valid DNS entry, NTP-, weather-
and UPnP-service do not work. (Often the IP address of the router. Alternatively,
you can enter a public DNS server).

NTP server: NTP is a free service for synchronising the system time of Internet-compatible
devices. If time synchronisation is not possible, please correct the system time
manually. NTP server list: e.g. http:/ /www.pool.ntp.org/zone/europe

+  Save Configuration

General Mebwaork
Netwark >
IP Address 192.168.1.221
User administration
Remote Servicing Mermazk 255.255.255.0
Sackup fRestore
Gateway 192.168.1.1
SyEtem
DME Server
DMS Server #1 192.168.1.1)
DM5S Server #2
DM5S Server #3
NTP Server
MWTP Server #1 0.de.poolntp.org
MNTP Server #2 2222
MNTP Server #3

+  Save Configuration

Figure 12: INTERCOMMODULE network settings

18 | BAB TECHNOLOGIE GmbH INTERCOMMODULE
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4.4 USER ADMINISTRATION

The user data required to access the INTERCOMMODULE Web interface is managed here. To change or
add users, click “User administration” in the “Configuration” menu item.

Note: Make sure that you always assign secure passwords and follow standard password
guidelines.

DISABLE PASSWORD RECOVERY

If this option is selected, the password cannot be reset and the device must be sent in if you lose the
password.

¥ Save Configuration

General User Administration
Network
Disable Password Recovery ]

Backup fRestore

System

&dd Edit Delste

¥ Save Configuration

Figure 13: User administration

4.5 REMOTE SERVICING

Remote Servicing is available as of firmware version 1.3.7.

Activate the Remote Servicing Access of the INTERCOMMODULE. Select a time between 2-12 hours
after which the Remote Servicing Access is automatically closed. Remote Servicing Access is also
deactivated again if the INTERCOMMODULE is restarted; this is independent of the set time. Remote
Servicing Access can be deactivated at any time by clicking on "Deactivate Remote Servicing Access".
Activate the Remote Servicing Access by clicking on "Activate Remote Servicing Access".

Remote Servicing access is started. This process takes a few seconds and the Remote Servicing Access ID
is displayed. Copy the ID and send it to info@bab-tec.de.
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Documentation
INTERCOMMODULE

General Femote Servicing

+  Save ConFfigurstion

Network

Deactivate in
user administration
Remote Servicing b

Backup fRestore

SyEtem

2h

Activate Remote Sarvicing Access

Figure 14: Remote servicing

Before you activate Remote Servicing Access, contact Support!
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4.6 BACKUP THE SETTINGS

The configuration data of the INTERCOMMODULE should be backed up at regular intervals in order to
ensure that the current configuration status can be restored at any time.

+  Sazve Configuration

General Backup Settings
Metwork

Maodules Configuration
User administration
Remote Sarvicing States & History [l
Backup / Restore e Comment

=LEMm
Create a Backup
Festore Settings
Select Backup File @ Select Backup File
Modules Configuration

States & History

Backup creation date

Firmware Version

Comment

Restore

Figure 15: Backup | restore

CREATING BACKUP

Select the checkboxes under “Modules” to set which configuration data is to be backed up.

= Configuration: All configuration data of the INTERCOMMODULE.

Note: The network settings are not backed up; these are separate from the backup data.

Comments regarding the backup can be added in the “Comments” field.
= Click on “Create backup” to launch the backup process.

= The backup file is generated by the system and provided automatically for download using the
browser download dialogue.
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RESTORE A BACKUP

= Select an INTERCOMMODULE backup file using the “Select backup file” button. The files have
the extensions “*.icm.bkp”.

= The “Modules” field shows which modules are available in the selected backup file. You can
also use the checkboxes to select which modules are to be restored.

» o«

= Information for the selected file is displayed in the “Backup created on”, “Firmware version”
and “Comments” fields.

= Configuration: All configuration data except for the app configuration data.

Note: The network settings are not part of the backup file.

4.7 SYSTEM | FIRMWARE UPDATE

SERVICE

Here the device can be restarted.

FIRMWARE UPDATE

Each INTERCOMMODULE can be updated. The firmware update is free of charge. The current firmware
files can be found on the BAB homepage. Proceed as follows to update the device:

= Download the current firmware image from the download area www.bab-tec.de.

= Unpack the file to any folder.

Note: Generate a new backup before you launch the update ,,Backup the settings*). The update
process restores the factory settings.

Open “Configuration” - “System”.

' Save Configuration

Ceneral Service

Network
Reboot Device Initiate Reboot
uszer administration

Remate sarvicing Firmware Update

Sackup [Restors

. 5 Current Firmware 1.01
Select Update File @ Select Update File
Update Type
\ersion
Update Options Keep Configuration w

Perform Update

Figure 16: Configuration — system
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= Select the firmware image file (*.bin extension) using the “Select update file” dialogue. Update
type and version are displayed.

» Please choose one of the update options

1. Keep Configuration: All settings, apps and instances will be preserved

Keep Network Settings: Only the network settings will be preserved.

Caution: all other settings as well as all your apps and their instances will be deleted
3. Reset Configuration: The device will be reset to factory defaults during the update.

\fersion

Update Options keep Configuration
Keep Metwork Settings
Reset Configuration

Figure 17: Keep network configuration

= Start the update process by clicking on "Start update".

Perform Update
Figure 18: Perform update

= Wait until the update is complete. The Web interface is updated automatically once the process
has been successfully completed.

The update restores the device factory settings (except for the network settings; see above).
Individual settings are only loaded again when you restore a backup (see ., “)
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I 5 CONFIGURATIONS INTERCOM STATIONS

Before one of the supported door intercoms can be configured into the INTERCOMMODULE, it must be
configured with the software provided by the manufacturer and integrated into the network. The
following examples will be described only the settings in software of manufacturer which are important
for the INTERCOMMODULE. If you have any questions about the settings or the software of the door
intercom systems, please contact yourself the manufacturer of the door intercom system. For further
procedure the basic knowledge about SIP communication of door intercom systems is required.

INTERCOMMODULE @ BAB
Version 10:25ret TECHNOLOGIE

Outdoor Stations v ~

Add Edit Delete

Indoor Stations

Add Edit Delete

Call Buttons

Add Edit Delete

Instant configuration token

Cenerate token

v Save Settings

Figure 19: INTERCOMMODULE configuration page
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5.1 OUTDOOR STATION

Here you can configure one or more outdoor stations. Click on "Add" to configure an outdoor station.
Enter a name, without spaces, for the outdoor station and then select the type of door intercom
according to your outdoor station. Some outdoor intercom stations without a gateway (e.g. Doorbird),
the configuration of the intercom system is already completed with a click on the OK button; it is very
different depending on the manufacturer.

In case it is used an outdoor intercom system with gateway (ABB Welcome IP gateway), the IP address of
the gateway as well as the user name and password of this gateway must be entered. This data requires
the INTERCOMMODULE to log in to the gateway. The IP gateway must have a static IP address, since
the INTERCOMMODULE will not notice a possible change of IP address by DHCP.

Outdoor Station Configuration

Outdoor Station Name Aulenstation-1-Haustin

Type of door communication Doorbird

Generic type

Cancel Generic gateway type

ABB Welcome IP-Gateway
2N

Figure 20: Configuration outdoor station without gateway

Outdoor Station Configurakion

Qurdeor Station Mame Aulenstation|2-Einfahre
Type of door communication ABE Welcome IP-Gateway
IP address of gateway 192.1658.1.85

Username of ComfortPanel (SMART SURFACE)

Lester

Password of ComfortPanel (SMART SURFACE)

Cancel ar

Figure 21: Configuration outdoor station with gateway

The integration of further manufactures of door intercom stations is in preparation.
Currently the following door intercom stations are supported:
e ABB Welcome IP-Gateway (Generic gateway type, server mode)
e 2N (Generic type, anonymous client mode)
e DoorBird (Generic type, anonymous client mode)
e AGFEO IP-Video TFE 1 (Generic client type, registered client mode )
e MOBOTIXT25 (Generic client type, registered client mode )

In the SIP communication of the door stations is distinguished between the server and client mode,

wherein the client mode can be executed as anonymous or as a registered client. The SIP port 5060 is
enabled for external communication of the INTERCOMMODULE.
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INTERCOMMODULE

Outdoor Stations All call buttons N
Add Edit Delete

Figure 22: Configuration outdoor station, call buttons

Note:
The display of the call buttons depends on the selected outdoor station.
You must assign each external station its own SIP ID of call buttons.
It is best to make a note of all the call buttons IDs (and identifiers) assigned to the outstations
before assigning them to the INTERCOMMODULE (by call button configuration).
If more than two outdoor stations are configured, select an outdoor station to display only the
call buttons added for the selected outdoor station. Select "All call buttons" to display all call
buttons configured in the INTERCOMMODULE for all outstations.

5.2 INDOOR STATIONS

Here you can configure one or more indoor stations (e.g. Windows client with CONTROL T 2). Click on
"Add" to connect an indoor station via its individual SIP ID to the INTERCOMMODULE and CONTROL T
2.

The configuration data of the indoor station such as "name of the indoor station" (without space),
password of the indoor station "as well as the 1-9-digit individual" SIP ID of the indoor station "can be
specified here and must be taken over in the CONTROL T 2 software. (See documentation CONTROL T
2).

Indoor Station Configuration

Indoor Station Mame Livingroom|
Indoor Station Password [
Indoor Station SIP 1D 102 o

Figure 23: Configuration indoor station

Note:
Indoor stations can be assigned outdoor station with multiple call buttons (see "Call Button
Configuration" for more detailed information). You can even assign an indoor station call
buttons from different outdoor stations.
Up to 18 different indoor stations (Windows client with CONTROL T 2) can be configured.
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Here you can assign the call buttons to the indoor and outdoor stations. The call buttons must
previously been configured in the outdoor system software. How to configure the call buttons in the
software of outdoor system refer to the documentation of the outdoor system.

Click on "Add" to connect a call button via its individual SIP ID to the associated outdoor station.
Continue to assign the call button to the (already configured) indoor station (s) by selecting them under
"Assign Indoor Units". Up to 18 different call buttons can be configured.

5.4

Call Button Mame

Call Button SIP 1D

Outdoor Stations

Call Button Configuration

Indoor-hall

2000

Cutdoor-gate-1

Assign Indoor Stations

LI

Indoor-hall (101)

Livingroom {102)

Office (103)

Cancel

Figure 24: Configuration call buttons

[&l

]

CONFIGURATION FOR EIBPORT

In order to adopt the settings for the indoor station at EIBPORT, now

can be generated a TOKEN. This TOKEN must be copied to insert it
into the configuration of the visualization at EIBPORT.

All settings are transmitted by using the TOKEN, but it is still
necessary to specify whether the connection to the
INTERCOMMODULE should be activated by all configured call
buttons or make your selection.

INTERCOMMODULE

* Intercom

IP-Adresse
I
Token

Ruftasten
Automatisch (alle)
Manuell

Tuer Taste_1 100000..
Ruftaste 2
Ruftaste 3
Ruftaste 4
Ruftaste §
Ruftaste 6
Ruftaste 7
Ruftaste B

192.168.2.224

wzz0I8talsrvm 1 enibwe2bsnEyyjsma

O
L Abfragen J
&)

v

Figure 25: Activation of intercom in the

EIBPORT
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5.4.1 INTERCOMMODULE IN CONTROL L

At CONTROL L visualization the INTERCOMMODULE can be used to generate an integrated
communication window. The configuration is quite simple and will be described in detail below.

At first insert the TOKEN of INTERCOMMODULE into the basic settings of your CONTROL L visualization
and activate the required call buttons. By saving, the required settings are already done. The
communication window itself generates automatically when a call is received.

Note:
The TOKEN contains the connection settings for communication with the INTERCOMMODULE.
In this respect, it is not necessary to generate a new TOKEN for device-specific settings and
changes. However, the new settings must be saved in the device after being changed.

At last, only the connection between the INTERCOMMODULE and the EIBPORT has to be established,
which will be done at first time when the visualization is opened.

Intercom functionality cannot be provided

Your visualisation contains an INTERCOM MODULE element. Intercom, however, is only
possible if you access this visualisation via https. Click "Open” to switch to https now.

! Open ‘

Figure 26: Intercom WEB sign in

Due to the necessary use of secured connections, corresponding messages appear in the browser. To
establish the connection between the modules, you must allow the security exceptions accordingly.
This is done for both modules.

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.2.223. If you visit this site, attackers could
try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the web site, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the web site’s administrator about the problem.

Learn more

Go Back (Recommended) Advanced...

Report errors like this to help Mozilla identify and block malicious sites

Web sites prove their identity via certificates. Firefox does not trust this site because it uses a certificate
that is not valid for 192.168.2.223.

Error code: SEC_ER

View Certificate

Go Back (Recommended) Accept the Risk and Continue

Figure 27: WEB login accept security risk

After establishing the connection, you must sign-in into the INTERCOMMODULE.
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Error while accessing the INTERCOM MODULE

Configuraton details could not be loaded from the INTERCOM MODULE.

Since this is a https request, you browser possibly rejects HTTPS certificate of the
INTERCOM MODULE. You can try to open the INTERCOM MODULE in a new tab. If your
browser does not trust the certificate, you will see a browser notice appear and must
manually add an exemption in your browser, after which you will see the INTERCOM
MODULE web interface. If you then reload CONTROL L, the required configuration details
will be loaded.

If, however, the INTERCOM MODULE web interface does not load in a new tab either, then
the INTERCOM MODULE cannot be reached via network.

‘E‘ Cancel

Figure 28: Access to the INTERCOMMODULE

The connection between the modules is active and you can see these connections in the “Intercom
configuration” of the INTERCOMMODULE; it is listed as an indoor station and the connection to the call
buttons.

INTERCOMMODULE “m BAB
Yersione2 TECHNOLOGIE
~
INTERCOMMODULE
Outdoor Stations oB v
Add Edit Delete
Indoor Stations CONTROL-L-firefox-Windows10-CUUAK
ControlT (12
Add Edit Delete
Call Button Configuration
Call Button Name Mustariail
Call Button SIPID 109 &
Outdoor Stations DB v
ControlT (12)
Auto Ce {] L
CONTROL-L-firefox-Windows10-CUUAKozk (1046195064)
Cancel oK

Figure 29: Current configuration after registration at EIBPORT

When the call button is activated, a communication window opens automatically in the visualization of
CONTROL L. When the call is accepted, the video connection to the door station is streamed.

Note:

Do not forget to activate the access (release) for loudspeakers, microphone and camera as well
for the IP of used device in your browser application. Cookies must also be allowed.
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Incoming Call

AOpen
Door

ZMute

Light

Answer Hang up

Figure 30: CONTROL L communication window

Note:

Every new establishment of connection to the EIBPORT generates a new connection as an
indoor station in the INTERCOMMODULE. In practice the connection is only established once
and used permanently. If necessary, not used connections can be deleted manually.
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6.1 CONFIGURATION EXAMPLE ON A DOORBIRD
OUTDOOR STATION WITH THREE BUTTONS

Prerequisite is that the DoorBird was set up in the network and works with the DoorBird app (iOS,
Android). The station setup is only complete when you hear the announcement from the door station:
"Successfully connected to internet". If you do not hear this message, check the connection of your
door station or, if necessary, contact the manufacturer of this device.

The following settings must now be done in the DoorBird APP.

Navigate to the SIP settings and open them.
Activate SIP

Uih N =

Enter to the settings and log into administrations account.

Enter the IP address of the INTERCOMMODULE under SIP Proxy.
For SIP user enter a freely selectable 1-9-digit number, which is comparable to a telephone

number. That SIP account will be needed later in CONTROLT 2

o

A SIP password is not required.
Allow incoming calls

~

Other settings are not required for the INTERCOMMODULE. Save the settings.

SIP Benutzer
SIP Passwort
DTMF

Eingehende Anrufe erlauben

(@) £ Zuriick SIP Einstellungen
O SIP EINSTELLUNGEN o

SIP aktiviert

SIP Proxy

Figure 31: DoorBird SIP settings

8. Navigate to SIP numbers and open the settings.
9. Click Add.

Speichern

b/
192.168.1.221

100

10. Enter a freely selectable 1-9-digit number in the "name" field. This number may not be the
same number that was entered under SIP user (see in fig: DoorBird SIP settings).

11. Enter the number in the "SIP address" field as it was previously entered in the "name" field
followed by a @ and the IP address of the INTERCOMMODULE, then save the settings.

Example: 101@192.168.1.221

For each bell button must have configured its own freely selectable 1-9-digit number that does not
match with another number and the SIP address, as described in point 10 and point 11.

INTERCOMMODULE
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(@) < Zuriick SIP Nummern Speichern
(%) Name 101
@y SIPAdresse 101@192.168.1

Figure 32: DoorBird SIP numbers configure

12. Navigate to Settings configuration buttons and open the settings.
13. Open the configuration buttons of the button you want to configure.
14. Assign a freely selectable display name.

15. Choose a validity type. In each validity type you have to activate SIP.
16. Weekly schedule

17. Select in weekly schedule the category "SIP calls”

() < Zuriick

— (a]Y]

Abbrechen Kategorie wahlen Fertig

Kelals ausiosen

HTTP Aufrufe
QD SIP Anruf

Figure 33: DoorBird SIP configure

e Daterange
Activate the respective number of button for "SIP Call" under "Actions" in the validity type

"Date Range".
SIP ANRUF
101 ]
102
103 ]
Figure 34: DoorBird SIP call buttons
e Unique.
Activate the respective number of button for "SIP Call" under "Actions" in the validity type
"Unique".

32 | BAB TECHNOLOGIE GmbH INTERCOMMODULE



INTERCOMMODULE

bokumentation Configuration examples | {&

Information about the validity types can be found in the DoorBird documentation.

For a door intercom system with call buttons (bell buttons) we recommend the validity type "weekly
schedule" and an activation 24/7. If you set other activation times in the weekly schedule or select a
different validity type, please note that DoorBird does not establish a connection via SIP to the
INTERCOMMODULE during the deactivation period and by that the call isn’t forwarded to the indoor
station.

Note: The DoorBird outdoor intercom system obtains it IP address via DHCP. For a faultless
connection to the INTERCOMMODULE it is important to assign a fixed IP address from the DHCP
service to the DoorBird outdoor station.
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6.2 CONFIGURATION EXAMPLE ON A 2N HELIOS IP
VERSO OUTDOOR STATION

Prerequisite is that the 2N is set up into the network, a user is set up for each bell button, for SIP phone
(web interface 2N) and an HTTP APl account with camera access is activated.

@ Services

Telefon
Streaming
Onvif

E-Mail

Pl

Mobile Key %

Automatisierung
HTTP API
Benutzertdone
Webserver

Audio-Test

SNMP

2N Helios IP Verso CZ|EN|DE|FR|IT|ES|RU Abmelden

Identitat der Sprechanlage ~

Name anzeigen 1000
Telefonnummer (ID) 1000

Domain | 192.168.1.221

Authentifizierung ~
Benutzerauthentifizierungs-1D

Authentifizierungs-1D | 1000

Passwort | sesssess

SIP-Proxy v

Proxy-Adresse | 192.168.1.221

Proxy-Port | 5060

Figure 35: 2N SIP configuration

The following settings must now be done in the 2N web interface.

1. Login to the web interface of your 2N.
2. Navigate to services [ phone and configure the SIP (see fig: 2N SIP configuration)

Identity of the intercom

e Display name: This field is not important for the INTERCOMMODULE configuration.

» Telephone ID: Assign any 1-9-digit number here.

»  Domain: Enter the IP address of the INTERCOMMODULE here.

Authentication is optional. For the INTERCOMMODULE the authentication isn’t necessary.

SIP proxy

e  Proxy address: Enter the IP address of the INTERCOMMODULE here.
e  Proxy port: The proxy port is set to port 5060 by default.
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2N Helios IP Verso  CZ|EN|DE|FR|IT|ES|RU Abmelden

1|23456T8910>» Heraussuch Q

Q)] Verzeichnis

| Position aktiviert

Benutzer
Grundlegende Benutzerinformationen »

Zeitprofile
Feiertage Telefonnummern des Benutzers ~

Mummer 1

Telefonnummer | 2001

B0

Zeitprofil | [unbenutzt] v
Helios IP Eye Adresse
Paralleler Anruf an folgende Nummer

Mummer 2
Figure 36: 2N Phone numbers of the user

3. Navigate to directory | user (see fig: 2N Phone numbers of the user) and assign each bell button
its own 1-9 digit phone number. In this example, the 2N system has only one bell button. For
each additional button you have to jump up one tab at the top.

Number:

e  Phone number: Enter any 1-9-digit phone number here:
Be sure to assign a separate phone number to each bell button.

e Time profile: A time profile isn't necessary for using the INTERCOMMODULE.
Please note that a time profile has an influence on the behaviour of the 2N. If, for
example, you limit the time of the SIP phone calls, that no SIP call is forwarded to the
INTERCOMMODULE during this time.

e Helios IP Eye address: |sn't necessary for the operation of the INTERCOMMODULE.

e Parallel call for the following number: Activation for the parallel call to several clients
isn't necessary at this item; you can also configure this function in the
INTERCOMMODULE.

4. Navigate to the HTTP APl and enable an account (see fig: 2N Configuration HTTP API). These
settings are important for video transmission in CONTROL T 2.

User settings:

e Username: This name is required for authenticating the client where CONTROL T 2 is
installed.

e Password: The password is required for authenticate the client where CONTROLT 2 is
installed.

User permissions:

e Here you must activate the camera access for monitoring. All other settings are not
necessary for video transmission.
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Telefon
Streaming
Onvif

E-Mail

Mobile Key %

Automatisierung
HTTP API
Benutzerténe
Webserver
Audio-Test

SNMP

2N Helios IP Verso

Leistungen Konto 1 Konto 2

CZ|EN | DE|FR[IT|E5|RU

Konto 4

Abmelden

+| Konto aktiviert

Nutzereinstellungen ~

Benutzername

Passwort

Nutzerberechtigungen ~
BESCHREIBUNG

Systemzugang

Zugang Telefon/Anrufe

Zugang I/C

Schalterzugang

Audic-Zugang

Kamerazugang
E-Mail-Servicezugang

UID (Karten & Wiegand ) Zugang

Zugang Tastatur

bab

MONITORING

v

STEUERUNG

v

v

Figure 37: 2N Configuration HTTP API
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6.3 CONFIGURATION EXAMPLE ON AN ABB
WELCOME WITH IP-GATEWAY 3 BUTTON
OUTDOORSTATION

The prerequisite is that the IP gateway and the Welcome outdoor station are set up in the network.
The following settings must be done in the IP gateway.

Network configuration:

For a faultless connection to the INTERCOMMODULE the IP gateway must get a static IP address. If you
work with DHCP, it may happen that the IP gateway gets a different IP address than what you entered
during the configuration. These must be checked and re-entered in case of a faulty connection.

logout
Network Configuration ]
Basic settings Network Configuration
Modify Password CODHCP @ staticIP
Metwork Information IP Address: [1o2  |.[168  [.[1 J-[1z8 ]
Device seti Network mask [ zz= |-[ 255 |-[ 255 |-[0 |
Fiie setings Default Gateway: [152 ][22 ][1 [T |
Portal Login DNS: [ 132 |.[ 188 |-[1] |-[1 |
Figure 38: Welcome IP gateway network settings
Device settings:
Here you must add at least one outdoor station.
logout

Metwork Configuration
Basic settings Device settings

Madify Password

[*] Add Device | "] Refresh camera list |
Network Information
’ D Device Type Device 1D Name
I 1 Modify Delete Outdoor station 1 Tuer
Portal Login 2 Modi Level push Call BuJ1

App Management

Figure 39: Welcome IP gateway device settings

Associated ComfortPanel 3.x:

Create a user under "Associated ComfortPanel 3.x". You will need this user in the INTERCOMMODULE
for the configuration of the outdoor station as well as in the CONTROL T 2 software for the
configuration of the intercom system. The CONTROL T 2 software is described in a separate
documentation.

logout

Network Configuration

Basic settings Associated ComfortTouch 3.x
Modify Password
] Add User
Network Infi i
ETWOTK Information D User Name
Device settings I 1 Modify Delete tester

Portal Login
App Management

Associated ComforiTouch 2.x

iAssociated ComfortTouch 3.x | Quumm

Figure 40: Welcome IP gateway create user
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Now configure your Welcome outdoor station.
For the INTERCOMMODULE there are three potentiometers on the back side of the outdoor station,

there are important. Here you set the SIP ID of the call buttons.

A z E

The left potentiometer indicates the address of the outdoor station.
The middle and right potentiometer indicate the address of the upper bell button of the outdoor
station. The underlying bell buttons are numbered from top to bottom in order. Thus, for this example,

a SIP ID for the upper bell button arises as follows.

1. Address of the outdoor station (Y) = 1

2. Now 6 zeros are added internally

3. Address of the indoor station composed of tens place (Z) and one place (E).
YOO0000ZE = 100000001

For the underlying bell button it then behaves as follows:
YOOO0OO00ZE+1 = 100000002
YOOO0O00ZE+2 = 100000003

INTERCOMMODULE

Cutdoor Stations Tuer =

Add Edit Delste
Indoor Stations COMNTROL-L-firefox-Windows10-at¥lda

tester (1)

Add Edit Delete
Call Buttons Button 1 (100000001)

Add Edit Delete
Instant configuration token Orxn1vwu0sF8yghS10ied2i7dkT2xxm7

Delete token
Save Settings

Figure 41: INTERCOMMODULE configuration Welcome

38 | BAB TECHNOLOGIE GmbH INTERCOMMODULE



INTERCOMMODULE

bokumentation Configuration examples | ‘m>

6.4 CONFIGURATION EXAMPLE ON AN AGFEO IP-
VIDEO TFE 1

The prerequisite is that the AGFEO IP-VIDEO TFE 1 is set up and available in the network. Make sure that
the AGFEO gets a static IP network address so that is possible a stable communication between the
devices.

Now you can carry out the necessary configuration in the INTERCOMMODULE and then transfer these
settings to the configuration of the AGFEO IP-VIDEO TF 1.

SETTINGS IN INTERCOMMODULE

Following setting must be made next:
1. Go to the menu: "Intercom configuration" | outdoor station; Under Add, select the outdoor
station AGFEO as Type of door communication.
2. For the Outdoor station name enter your name.
3. [P address of gateway/ outdoor station: <IP of your AGFEO>: 8080

Note: Because the default port isn’'t used here, the port: 8080 must be added!
The AGFEO must have a static IP network address, which you can assign as static via your system
(router).

4. SIPIDs of the outdoor station: Your choice; a 1 to 9 digit number, not beginning with "0". This
SIP ID is the authentication name for the AGFEO settings and must also be used as well as
username. Both names must be the same!

5. User of the outdoor station and password of the outdoor station: Here you enter the login data
of your AGFEO.

6. SIP-ID (registration of the AGFEO at the INTERCOMMODULE): as under item 4. the same
authentication.

7. Password (registration of the AGFEO with the INTERCOMMODULE): Define a password A-Z, a-z;
0-9 and special characters are possible).

Qutdoor Station Configuration

Outdocr station name AGFEO

Type of door communication AGFEO

IP address of gateway / outdoor station 192.168.1.11:8080
SIP IDs of the outdoor station 3000

User of the outdoor station admin

Password of the outdoor station ..

Keep light on for ... seconds 2

Unlock door for ... seconds 2

SIP 1D (Registration at INTERCOMMODULE) 2000

Password (Registration at INTERCOMMODULE) test

Video via HTTP instead of SIP

Cancel OK

Figure 42: INTERCOMMODULE — Outdoor station configuration AGFEO

8. For the settings of the indoor station please specify the settings as described in chapter 5.2.
You need these settings, e.g. communication with CONTROL T 2. When integrated into the
visualization of the EIBPORT, the configuration is carried out by using a TOKEN and after the
EIBPORT has logged in to the INTERCOMMODULE.
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Indoor Station Configuration

Indoor Station Name CONTROL-L-chrome-Windows10-i4UdCwP|

Indoor StationPassword e

Indoor Station SIP ID 1484817842

Cancel OK

Figure 43: INTERCOMMODULE - Indoor station configuration AGFEO

To complete the settings at INTERCOMMODULE the call button of the AGFEO IP video TFET must still be
created. Go to "Add" via the menu of the call button:

9. (all button name: Enter a name here. This name appears e.g. in the EIBPORT if integrated.
10. Call button SIP ID: Set a numeric ID. This must be entered then in the AGFEQO.
11. Outdoor stations. Select here the connection to the AGFEO.

Call Button Configuration

Call Button Name Test|
Call Button SIP ID 100
Outdoor Stations AGFEO

Assign Indoor Stations

Mo assignable indoar stations configured yet!

Automatically Configured Clients

CONTROL-L-chrome-Windows10-i4UdCwPb (1484817842)

Cancel OK

Figure 44: INTERCOMMODULE - Call buttons configuration AGFEO

If you use the intercom with the visualization at EIBPORT after the auto-registration of the EIBPORT at
the INTERCOMMODULE (by using that TOKEN) the connection information appears in the configuration
field of this window.

SETTINGS AT AGFEO IP-VIDEO TFE 1

Once the required settings have been defined and made in the INTERCOMMODULE these settings must
now be taken over in the AGFEO.

Because of previous settings at INTERCOMMODULE you're already familiar with the access to your
AGFEO. Log into your AGFEO and open the menu "Network (LAN)". If necessary, you can change the
network settings of AGFEO here.

For the network settings make sure that the AGFEO IP video TFE 1 has a static IP network address. You
can either assign a static address here in the settings or your system (router) assigns a static address.
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AG F EO AGFEO IP-Video TFE 1

einfach | perfekt | kommunizieren
L

) MAC-Address 00:09:40:80:27:28

Network (LAN)

Method
Video ® Dynamic (DHCF)

O Static
Audio IP-Address 192.168.1.11
Ringers Netmask 255.255.255.0
Relays Gateway 192.168.1.1

DNS 192.168.1.1 8.8.8.8

SIP-Configuration

Nameplate

Display

Advanced
System

Logout

Figure 45: AGFEO Network

Further on open the menu item of AGFEO "Video", here you can make the desired settings and also
you’ll find URL addresses for image display, which you can use in various elements of the visualization.
Please have attention to the privacy statements when using it.

AG F.EO AGFEO IP-Video TFE 1

einfach| perfekt| kommunizieren

Resolution

Network (LAN) FPS 15

-~ Live video only during the call

Video

R URL-Addresses for live images

e Live (MJPEG-stream) http:/fadmin:admin@192.168.1.11:8080/?action=stream

1gers

Image (JPG) http:/fadmin:admin@192.168.1.11:8080/?action=snapshot
Small image (JPG) http://192.168.1_11/live_img jpg ?u=admin&p=admin

Figure 46: AGFEO Video

The next menu item is "Ringers" (doorbell button) and adjust the settings accordingly. Please note that
the call duration is chosen to be sufficiently in time that a communication between the outdoor and the
indoor stations can be established and the user has enough time to accept the call at the indoor station.

Dial number: as already assigned stated, here in the example SIP = 100.
Dial timeout. duration: 30 seconds should be sufficient.

Max. talk time: here in the example is limited to 600 seconds.

Further settings are optional and not mandatory.
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AG .FEO AGFEO IP-Video TFE 1
einfach | perfekt | kommunizieren Ringer 1 -

Network (LAN) Dial number 100 |
Video Dial timeout sec
max. talk time sec

HTTP URL |
Ringers Relay 1 ms
Relays Relay 2 L Ems

Figure 47: AGFEO Doorbell buttons | ringers

Audio

At last please open the settings for SIP- configuration. Enter here:

as server: <IP of the ICM>

Username and Authentication name (both equal): as already specified the numeric SIP

Password: accordingly, as already defined in the INTERCOMMODULE settings of the door station.

If all entries are correct and a connection to the INTERCOMMODULE has been established, the status
changes to green.

AG .FEO AGFEO IP-Video TFE 1

einfach | perfekt| kommunizieren
Registrar on
Netwark (LAN) Server [192.168.1.221

Authentication name |3000

Audio

|
Video Username [3000 |
|
Password |

|***

Ringers

Status [ ]

Relays
Answer on

SIP-Configuration ® auto-answer

Figure 48: AGFEO SIP-configuration
After successful configuration a first video connection may be taken a little longer time. If you have

enabled storage for this connection in the browser, further connections | calls are much faster for
establishing.

42 | BAB TECHNOLOGIE GmbH INTERCOMMODULE



Dokumentation Configuration examples | <&

INTERCOMMODULE

6.5 CONFIGURATION EXAMPLE ON A
MOBOTIX T25

The prerequisite is that the MOBOTIX T25 is set up and available in the network. Make sure that the
MOBOTIX gets a static IP network address so that is possible a stable communication between the
devices.

Depending on, whether the MOBOTIX T25 already has been set up and configured, the required data
for the communication must be transferred from the settings of the MOBOTIX to the configuration of
the INTERCOMMODULE.

SETTINGS OF MOBOTIX, IF NOT CONFIGURED

If the MOBOTIX T25 has not been configured yet, you must do this before integrating it into the
INTERCOMMODULE. The manufacturer offers a variety of tools and procedures. If you have any
questions, please get in touch to manufacturer directly. So there is available application software, such
as "MxSoftPanel" to check the functionality of your MOBOTIX station. This can be very helpful in testing
communication with your system and detecting any differences in settings.

After the MOBOTIX T25 has been configured, please proceed further as described below.

SETTINGS OF MOBOTIX, IF ALREADY CONFIGURED

The MOBOTIX T25 has been configured accordingly and you have checked the audio [ video
connection by using the mentioned software. To register the MOBOTIX T25 at INTERCOMMODULE, log
in to the settings of your MOBOTIX if enter the corresponding IP address in the browser. The required
device settings can be found in the "Admin Menu".

MOBOTIX T25 mx10-20-109-76 Live
[P] BB | [6%s <] [ospayvode <] [Fanorama Jle

Admin Menu e 2819-18-29 CET 14116137
Setup Menu
Am &Record |
VoIP Home View
MXPEG on
MxPEG off
Open Door
Light ON/OFF i
UC Event pore ‘v
Paysond [0
Play Last Event
Event List

Figure 49: MOBOTIX T25 Settings

After you have logged into the Admin menu, the device settings are required from the following menu
items:

e Ethernet interface

e Audio- and VolP telephony

e Video door station
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/ﬁ 4 MOBOTIX mx10-20-109-76 Ethernet Interface

General Interface Setup

Ethernet Enabled Enable/disable the Ethemet interface. Usually, there is no reason to disable the
Ethermet interface. If you would like to have a running camera announce its
network settings over camera speaker, simply press the R button of the camera.
This audio feature can be disabled in the Speaker and Microphone dialog.

Camera Name mx10-20-109-76 Set the computer name of the camera.

Note: This does not mean that you can address the camera by this name
without a DNS/WINS server present.
Factory camera name: mx10-20-109-76

BOOTP/DHCP ©) Off. Set network configuration manually. Select On to configure the Ethemet interface automatically with values provided
@ On, client mode. Use BOOTP/DHCP to set network configuration :ﬁr:‘ES?J:;?g%%?;?;gucwzug:”::glg‘E‘WWK Ask your network
automaticafly. BOOTP/DHCP will be tried first and, if successful, will verwrite previous
O On, server mode. This camera provides DHCP service to clients on the  settings_ If it fails. the given or factory default values are used
local network. In server mode, the IP address of the camera will be Note: When using BOOTP/DHCP client mode. the Default Route always uses
192.168.0.19 with netmask 255.255.255.0 by default the Ethemet interface and the Default Gateway will be set automatically.

Figure 50: MOBOTIX T25 Ethernet-interface

The menu item “Ethernet interface” is only for testing: Device name, activated, device in client mode.

fA MOBOTIX T25 mx10-20-109-76 Administration Overview

Transfer Profiles = FTP Profiles
= E-Mail Profiles

= |P Motify Profiles

= Speaker and Microphone

= Manage Audio Messages

= Sound Profiles for playing back audio files

= S|P Server Settings for configuring integrated SIP server
Ll

Ll

Audio and VolP Telephony

SIP Client Settings for VolP telephony
Outgoing Calls Settings
Incoming_Calls Settings

Figure 51: MOBOTIX T25 Menu - Audio and VolP telephony

From menu for the audio and VolP telephony you need information like:
e SIP-client-settings
e Outgoing call settings

’ﬁ 4 MOBOTIX T25 mx10-20-109-76 SIP Client Settings

You can view the current status and detailed messages of the SIP Client in the SIF Client: Messages._Calls. Status dialog.

General Phone Settings

SIP Client: |Enabled ~ Enable or disable SIP Client
Hangup on Outgoing | Disabled ~ Hang up an ongoing call, if an outgoing
Call

alls: call is triggered.

Parallel Dialing: | Enabled ~ Enable or disable simultaneous calls to

multiple phones

SIP Accounts

SIP Address Authentication Server et Ust_} as Re‘:]m?'
as Proxy Registrar Expiration
User Name Domain User Name Password it Port
Address
4001 | @ [102.168.1.221  ||[4001 |[s000vonnes] @ |[102.168.0.221 | : [s060 | Delete

Add new SIP account

Network Settings
Figure 52: MOBOTIX T25 SIP-client-settings

In the SIP-client-settings you must enter the SIP data of your INTERCOMMODULE. The numerical SIP-ID
and "@ <IP of the INTERCOMMODULE>" is the complete SIP-address of your INTERCOMMODULE,
whereby the communication is going via the port enabled in the INTERCOMMODULE. Please enter this
port (5060) accordingly in the MOBOTIX settings.

Enter the login data | authentication exactly the same as in the outdoor station configuration of the
INTERCOMMODULE. Password: A-Z; a-z; 0-9 and special characters are possible.
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ﬁ 4 MOBOTIX T25 mx10-20-109-76 Outgoing Calls Settings
Test Profile
Name Test Note: Setthe changes to a profile before you test it
Profile Configuration
Numb
call 1 :Ihl;)g?jdmss or Dial Attempts Dial Timeout SIP Proxy
Dlelste [20 ~| [192.168.1.221 (4001@192.168.1.221) - |
Add
Connection type: SIP Audio
Message name: DoorBell ~
Confirm call with PIN code: l:l &
After the message has been sent: If you intend to use all audio modes (Speak, Listen, Infe
Camera Remote Control: Note: configure the remote control parameters (e.g. the
Hangup after

Add new profile

Explanation: Every profile can store several phone numbers or SIP addresses which will be tried in tums until the call is answered. Dial Timeout cont

Set Factory Restore Close

Figure 53: MOBOTIX T25 Outgoing calls settings

In the settings for outgoing calls the configuration takes place according to the call button
configuration in the INTERCOMMODULE. (Telephone number = SIP ID of the call button). SIP Proxy is the
SIP address of the INTERCOMMODULE. The profile name is specified by the system itself and must not
be changed.

£y MOBOTIX T25 mx10-20-109-76 Administration Overview

System Information = Hardware and Release Information
= Camera Status
= Temperatures
= System Messages
= Error Motification

= Download Support Information

Video Door Station = Bell Behavior and Video Mailbox
= Entry Permissions
= Entry Log
= Automatic Configuration (enable/disable)

Figure 54: MOBOTIX T25 Menu Video-door-station

At menu of the video door station the following submenus are required for integration into the
INTERCOMMODULE:

e Bell behaviour and video mailbox

e Automatic configuration
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ﬁ 4 MOBOTIX T25 mx10-20-109-76 Bell Behavior and Video Mailbox

Basic Settings

Daoor Station Bell Sound DoorBell “ This sound is played by the door station after its bell button has been pressed.
Automatically Stop Ringing Enabled ~ Stops the ringing, if the door at the door station is opened manually.

Mote: A door senser is required to use this feature.

Rename Door Station Users

Door Station Users Select the door station user you would like to madify.

Name | Edit the name of the door station user.
MNote: The user name will be used in the Entry Permissions and Entry Log dialogs, for example.

Set Remote Stations for Door Station

Remote Stations for Door Station | call_1 (Phone) The profiles in this list (phone and network message profiles) can be used to signal ringing.

Remove remote station

Outgoing Call Profiles - Mone - Select the phone profiles from the list that are to be used as remote stations for the door station.
Mote: Open the Outgoing Calls Settings dialog to create and edit these profiles.

Add selected devices

IP Notify Profiles MxCC-Alarm Select the IP Notify profiles from the list that are to be used as remote stations for the door station.
MxGuard-PopUp Mote: Open the |P Notify Profiles dialog to create and edit these profiles.
SimpleMotify
MultipleMotify
HttpRequest

Add selected devices

MOBOTIX App Device - Mone - Select a MOBOTIX App Device to manipulate.

Setzen Voreinstellung | Wiederherstellen Schliefen

Figure 55: MOBOTIX T25 Bell behaviour and video mailbox

At menu “Bell behaviour and video mailbox” no settings should be required. But it is used to check that
your settings have been correctly applied. Note, in case that the item "Set remote stations for door
stations" isn’t visible the extended view must be activated (bottom right button).

£\ € MOBOTIX T25 mx10-20-109-76 Automatic Configuration

Automatic Configuration:
Set Factory Restore Close

Figure 56: MOBOTIX T25 Automatic configuration
Note at menu item "Automatic configuration" that this is activated.

Thus, all necessary settings of the MOBOTIX T25 are made and now you have the required device
settings to transfer them to the INTERCOMMODULE.

SETTINGS IN INTERCOMMODULE

At settings of INTERCOMMODULE the device settings of the MOBOTIX must be entered accordingly
now.

Now transfer the data from the configuration of the MOBOTIX T25 to the outdoor station configuration
of the INTERCOMMODULE (outdoor station -> Add). The host of the outdoor station is the IP of your
MOBOTIX T25.

Type of door communication: MOBOTIX

IP address of gateway/ outdoor station: is the IP of your MOBOTIX T25.

SIP IDs of the outdoor station: corresponds to the user name of the SIP address and authentication of
the MOBOTIX

User of the outdoor station and password of the outdoor station: Login data of the MOBOTIX T25
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SIP ID (registration at INTERCOMMODULE): equal to the SIP ID of the outdoor station.
Password (registration at INTERCOMMODULE): is the password for authentication.

Outdoor Station Configuration

Qutdoer station name Mobotix

Type of door communication Mobotix v
|P address of gateway [ outdeor station 192.168.1.10

SIPIDs of the outdoor station 4001

User of the cutdoor station admin

Password of the outdoor station e

Keep light on for ... seconds 30
Unlock door for ... seconds 2
SIPID (Registration at INTERCOMMODULE) 4001

Password (Registration at INTERCOMMQDULE)

Video via HTTP instead of SIP |

Cancel OK

Figure 57: INTERCOMMODULE - Outdoor station configuration MOBOTIX

For the settings of the indoor station please specify the settings as described in chapter 5.2. You need
these settings, e.g. communication with CONTROL T 2. When integrated into the visualization of the
EIBPORT, the configuration is carried out by using a TOKEN and after the EIBPORT has logged in to the
INTERCOMMODULE.

Indoor Station Configuration

Indoor Station Name CONTROL-L-chrome-Windows10-i4UdCwP]

Indoor Station Password | seesseens

Indoor Station SIP ID 1484817842

Cancel OK

Figure 58: INTERCOMMODULE - Indoor station configuration MOBOTIX

To complete the settings in the INTERCOMMODULE the call button of the MOBOTIX T25 must be
added. Under "Add" enter the Call button name and Call button SIP ID. The outdoor station is
MOBOTIX.

Call Button Configuration

Call Button Name Albert]
Call Button SIP ID 200
Outdoor Stations Mobotix v

Assign Indoor Stations

Mo assignable indoor stations configured yet!

Automatically Configured Clients

CONTROL-L-chrome-Windows10-i4UdCwPb (1484817842)

Cancel OK

Figure 59: INTERCOMMODULE - Call button configuration MOBOTIX

After successful configuration an initial connection can take a little longer time. If you have enabled
storage for this connection in the browser further connections | calls are establishing much faster.
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