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Without prior written approval by Enertex® Bayern GmbH, the contents of this document may not be re-
produced, transferred, distributed or stored in any form, either in whole or in part.

Enertex® is a registered trademark of Enertex® Bayern GmbH. Other product and company names which
are mentioned in this manual can be marketing or tradenames of their respective owners.

This manual can be changed without notification or announcement, and does not claim to completeness
or accuracy.
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Installation and assembly of electrical equipment must be carried out by qualified electri-
cians.

Connecting KNX/EIB interfaces requires specialized knowledge by KNX™ trainings.

Non-observance of the instruction can entail damange to the implement, fire or other ha-
zards.

This instruction is component of the product and has to remain at the end user.

The producer takes no responsibility for charge or damage which are accured by using
this device to the user or third person, misusing or disturbance of the connection, distur-
bance of the device or devices of participants.

The opening of the case other unauthorised changes and or rebuilding of the device
leads to the expiration of the warranty!

The producer is not in charge for not designated use!
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Function Description

KNX and IT are connected more closely in Smarthome. Thereby the aspect of security of attacks
by third parties reaches a new dimension. Often this aspect is neglected because the electrician
has to maintain the complete system and the functionality of security reduces substantially the
comfort of operating unit e.g. by cumbersome password entries.

The solution: The electronic network defense — ENA - of Enertex® Bayern GmbH.
Remote Maintenance

A remote maintenance of the system without functionality of security entitles IT-specialised crimi-
nals each posibility to open electric pivots and doors et cetera. Via targeted attacks the entire IT
network of the whole family can be hacked.

With the ENA the otherwise extensively configurating function of security can be made easily
switchable for the user via the visualisation or via the KNX button. If you want to the remote
maintenance access can be opened or can be turned off. And you recognise if this is used —
simply at your KNX switches.

} Fernwartung
EIN AUS
Zugriff auf die
Fernwartung
Online Offline

. S

Abbildung 1: Remote mainteance

Secure Connection to your Home

When you are in your home network the operation of visualisation, LAN devices are comfortable
accessible via a specific APP.

The same comfort should be ensured too if you are on move, but what is not possible without a
secure connection.

With the ENA the secure aspect is guaranteed without resigning the user comfort.

2D
- 4 -
) =\ )
Zuhause / at home Unterwegs / away

Abbildung 2: Secure connection to your home
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On Demand (nur iOS)
The Enertex ENA offers secure access via internet to your home network. With the ,on demand*
- technology optimal secure is guaranteed, without cumbersome password entries.

Just click on your APP. ENA and your iPhone deal the rest (tested with iOS 8 and 9).
Secure Internet Connection

With ENA you make your Internet connection safer in transit: You dial in via a public internet ac-
cess in your home network and than you surf exclusively and securely via your private connenc-
tion.

p— € VYV VYV VvV

Abbildung 3: Secure internet connection
General view

The Enertex ENA offers secure access via Internet to your home network.
The setup of the equipment is possible in a few steps in the simplest way:
«  Easy configuration via a Web browser
o Basic configuration
o Applying security patches
o Backup / restore of configuration

« Management of dynamic DNS (DDNS) about following suppliers:

o Dyn.com
o FreeDNS
o Gira DNS
o NolP

- HTTPS reverse proxy with four redirects (2048 bite key)
«  OpenVPN-Server
o User management
o User authentication using an encrypted PKCS#12 file
o Encrypted data transfer at the highest level (AES-256)
- Creating the OpenVPN configuration files for:
o i0S
o Android
o PC systems (Windows/OSX/Linux)
»  Optional integration into the KNX system (KNXnet/IP interface or router required):

o Opening and closing of the access authorisation of a user via KNX 1 bit group ad-
dress i.e. Display whether a user actually uses the OpenVPN connection.
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o Display of connection status via KNX 1 bite group address i.e. Display whether a
user actually uses the OpenVPN connection.

o Turn on/off of the OpenVPN server cia KNX 1 bite group address
- OpenVPN experten options — configurable easily
o OpenVPN ,on demand" for Apple iOS

o Lead external Internet connection via your own home network via VPN, if you e.g.
registered in a public WLAN.
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Hardware
Dimensions Rail, 6 TE
Power supply 20...30VvDC
Performance input 1,2 -1,7 W (depends on LAN activity)
Interface Ethernet 10/100 Mbit/s
Software
Operating system Linux
OpenVPN Any number of users
16 users controllable via KNX
2048 bite RSA key
Transmission encryption AES-256
Perfect Forward Secrecy
HTTPS Reverse Proxy 4 forwarders
2048-Bit RSA key
Transmission encryption AES-256 Perfect For-
ward Secrecy
Dynamic DNS Administration of 4 Domains

Some of the encryption methods depend on the capabilities of the used link partners (browser,
OpenVPN Client, operating system).

An interface which is required to operate on the EIB/KNX system is not included in the delivery,
and may need to be procured separately.

We recommend:
* Enertex® KNXNet/IP Router
* Enertex® KNXNet/IP Interface
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nd Connection

For the operation of the Enertex® ENA is required:

- A power supply with at least 2W output power: Safety extra-low voltage 20 to 30 VDC (direct
current)

« A 10/100 Mbyte compatible Ethernet connection

« An Internet connection for the remote control and port transmission in the router and access
to DNS server and NTP server

Please note:

The external safety extra-low voltage is connected via the device to the earth potential of the
LAN. For this reason exists any isolation to earth, if the LAN shield is grounded. To establish a
separation we advise to use an external low voltage power supply only for the Enertex® ENA.

ing
The boot time when engaging amounts to ca 60 seconds. The preadjustment for the network is

DHCP.

As soon as the green LED starts flashing, you can access ENA. You have to determine the IP
address of the device by using the router. Alternatively, the network can be scanned for devices
by smartphone. Thereto we recommend the APP ,Fing® (Android/iOS). The MAC address set to
work on 00:50:C2:79.

You enter the IP address in a Web browser and get that way to the Web interface of the ENA.

At the first startup ENA generates security certificates. Meanwhile there are not all settings
available in the Web interface.

1. Log on with the browser of the ENA Web interface: User admin, Password admin

2. Network: Configured IP addresses. Ensure ENA access to a DNS server an a NTP
server.

3. Dynamic DNS: Activate DDNS administration, choose DDNS provider, specify and apply
data of access and domain names. Wait and see till the PKI subsystem has finished.

4. Public Key Infrastructur: Download the CA certificate and import it in browser (Firefox,
Chrome) or operating system (Android/iOS).

5. HTTPS Reverse Proxy: Apply user name und password, connect the external DDNS
domains with HTTP hosts in LAN. Send Port 443 (TCP) on ENA.

6. OpenVPN: Add user and wait till PKI subsystem has ended. Download the matching
configuration on your terminal device. Send Port 1194 (UDP) on ENA.

7. Specify IP address of KNXnet/IP interfaces. Specify group addresses respectively for
start/stop and status of OpenVPN server. The same for each OpenVPN user.

e

On the start page you can chose between the admin area (webadmin) and public area. Public
area is disabled by default.
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-

Start page

Administration area

Webadmin

Start page

Do you want to change settings in the administration area or just want to get information in the public area?

1 Made in Germany
Elektronische Netzabwehr

Sh: 001 / version: 1.017

Administration area Public area
Continue to the Administrationsbereich. Access to the public area was not allowed in
the administration area.

Continue...

The admin area of the web interface of ENA is access protected. The standard login is:

User: admin

Password: admin

Network

The network settings of ENA can be made here.The ENA supports the automatic configuration
via DHCP or the static allocation of the network settings.

IP-Adressen Einstellungen:
DHCP

® statische Konfiguration
Statische Konfiguration:

IP-Adresse:

192.168.25.60

DMNS-Server 1:
8.8.8.8

Zeitserver-Standort:
Deutschland hd

Note

Subnetzmaske: Gateway-Adresse:
255.255.255.0 192.168.25.1)
DNS-Server 2:
8.8.4.4

Picture 4: Network Settings

For the OpenVPN operation it is obligatory necessary, that ENA as an OpenVPN server is loca-
ted in a subsystem with another network address, as the accessed OpenVPN clients. Therefore
it is recommended, that ENA is not located in a subnet with widely-used network addresses
192.168.0.0 or 192.168.1.0 or 192.168.2.0. For iOS VPN on demand a DNS server in the local
network is required. Add it as DNS server 1.

Time Server

The ENA synchronises its time with a time server. Which time server should be used, can either
be choosed via a specified location list (synchronisation via Internet) or can be defined manual.
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Dynamic DNS

Dynamic DNS or DDNS is a technic to refresh dynamically domains in the Domain Name Sys-
tem. The purpose is that a computer is changing automatically the depending domain entry after
the change of its IP address. So the computer is always accessible under the same domain
name, even if the actual IP address is unknown for the user.

The ENA is able to self administrate and to refresh up to four DDNS domain names. Activate for
this the DDNS administration and choose one DDNS provider out of the list.

DDNS-Modus:
DDNS-Verwaltung deaktiviert

O] DDMS-Venwaltung aktiviert
DDMS-Verwaltung extern oder feste IP

DDNS-Provider auswéhlen:
dyn.com hd

DDNS-Zugangsdaten:

Benutzername: Passwort:

MeinBenutzer 00| | essesseecses

DDMNS-Domainnamen:

DDMNS-Domainname 1:

meine-ena.dyndns org|

Picture 5: DDNS Administration activated

The ENA checks cyclically the own public IP address and refreshes the DNS entries for all spe-
cified DDNS domains at DDNS provider.

Alternative another device (e.g. Internet router) can refresh the DNS entries respectively can be
accessed via fixed IP address to the ENA. In this case the domains respectively the IP address
has to be publicised to the ENA under which it is accessible from the Internet.

DDNS-Modus:
DDMNS-Verwaltung deaktiviert
DDMNS-Verwaltung aktiviert

' DDNS-\-"EI'\I‘.‘EHILIHQ extern oder feste IP
DDNS-Domainnamen:

DDNS-Domainname 1:

178.25.220.12

Picture 6: Access via fixed IP address

Experts Options

If the DDNS administration is refreshed, in the expert options can be fixed in which term the
own, public IP address can be checked and if changing it can be transferred to the DDNS provi-
der. Furthermore it is possible to specify an own webside with which the public IP address will be
identified. The output of the webside has to contain the IP address in the HTML format.

Please compare page myip.enertex.de.
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Note
DynDNS

Das HomeServer Portal bietet einen DNS Dienst, der den HomeServer  Hostname:
trotz wechselnder IP-Adresse dauerhaft im Internet erreichbar Portal-Adresse:
macht. Dafir wird dem HomeServer ein fester Name zugewiesen, Portal-Passwort:
den Sie hier unter "Hostname" anlegen oder dndern kinnen.

Aktuelle IP-Adresse:
Damit Ihr HomeServer an das Portal die notwendige Letzter Connect:
Netzwerkinformation sendet, missen Sie im HomeServer Experten
unter "MNetzwerkeinstellungen” die Portal-Adresse und das Portal-
Passwort eingeben.

Alternativ kénnen Sie Ihren DSL-Router fir die Nutzung des Gira Update-URL: homeserver.gira.de/hsdyndns.php?u=
DynDMNS Dienstes konfigurieren. <username:&p=<pass:&ip=<ipaddr:
Domainname: glradns.com
. . . . . . [
Beispielsweise unterstiitzt die Fritz!box neben den Standard Benutzername:

Anbietern auch die Nutzung eines benutzerdefinierten Dienstes. Dazu QKennwort:
wihlen Sie bei Ihrer Fritzibox in der Rubrik "Internet” / "Dynamic
DMNS" bei "Dynamic DNS-Anbieter” die Option "Benutzerdefiniert” und
tragen die nebenstehende Werte exakt so in die betreffenden
Eingabefelder ein.

Bei anderen Routern ist das mdglicherweise anders.

Wichtiger Sicherheitshinweis: Das DynDNS Passwort wird bei der hier
beschriebenen Methode ven der Fritzlbox unverschlisselt
ubertragen.

Picture 7: Gira DynDNS credentials
For GiraDNS you have to use username/password as DDNS credentials, that are marked in the
screenshot!

Public-Key-Infrastructure

Public-Key-Infrastructure (PKI) named a system in the cryptology. This system can construct,
give out, check digital certificates. It is based on a certification authority (CA) in the ENA. CA
creats and signs certificates for HTTPS and OpenVPN server. The certification authority has to
be initialized on the ENA (this happens automatically) and the associated certificate has to be
imported in the browser or operating system.

Operating Mode
The PKI system works as follows (simplistically):

- The certification authority (CA) creats and signs certificates for the HTTPS Reverse
Proxy and the OpenVPN server and the iOS Profile Generator.

- The certificates are not secret. The respective server certificate is sended to the client
while connecting (HTTPS/OpenVPN). Therewith the server is identifying itself to the cli-
ent.

» If the client knows the certification authority (CA), he is able to check the realness of the
signature from the server certificates and therefore to ensure that he is not talking to an
attacker.

Import

The pros of the import of the CA certificates (ca.crt) in the browser (or operating system) are:

» The connection to the HTTPS Reverse Proxy can be known as safe and there is no
need for adding exception rules. So it is ensured, that a real connection to ENA is as-
sembled and not to potential attacker.

Enertex® Bayern GmbH — Ebermannstadter Strake 8 - 91301 Forchheim - Deutschland - mail@enertex.de



Handbuch-ENA-en-11.0dt, 2017-04-21 Seite 12 von 33

(Picture 8).

& https

Identitat bestatigt
Berechtigungen  Verbindung

B Die Identitat dieser Website wurde von Enertex ENA
SN CA bestatigt, ein offentlicher Eintrag liegt
jedoch nicht vor.

Zertifikatinformationen

E Die Verbindung zu ist mit einer 128-
Bit-Verschliisselung verschliisselt.

Die Verbindung verwendet TLS 1.2.

Die Verbindung ist mit AES_128 GCM verschlisselt
und authentifiziert und verwendet ECOHE_RSA als
Mechanismus fur den Schliisselaustausch.

Picture 8: Chrome shows the identity of webside
as confirmed

« The origin of the profile can be checked while importing to OpenVPN profile via iOS. (Pi-
cutre 9)

£ Profile Profil

Enertex ENA SN0OO1 VPN

Signiert von Enertex ENA SN0O01 CA
Uberpriift v

Beschreibun Enertex ENA OpenVPN Konfiguration
g Optionen:
* bei Bedarf automatisch verbinden
* automatisch trennen
* Internetverbindung nicht umleiten

Enthalt VPN-Einstellungen
Zertifikat

Picture 9: iOS Profile: Origin checked

Chrome
The CA certificate can be imported via Chrome (version 39) as follows: ,Settings — Show addi-
tional settings — HTTPS/SSL — Manage certificates — Certification authorities — Import...
Then choose ca.crt. With the question if you can trust the certification authority you have to
choose ,Trust this certificate of identification of websides*.

Firefox

The CA certificate can be imported via Firefox (version 35) as follows: ,Settings — Extended —
Certificate — Show certificate — Certification authorities — Import®. Then choose ca.crt. With
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the question for what purpose the certification authority should be trusted you have to choose
»1rust CA for identifying websides*.

i0S

With iOS (version 8 and 9) the certificate can be downloaded directly with Safari, the dialog of
import starts automatically.

Expert-Options

In the expert options the certification authority can be new initialised. Thereby all former created
certificates and OpenVPN entries are invalid! All existing OpenVPN connections will be unlinked!

HTTPS Reverse Proxy

Via the Reverse Proxy you can access to a host in the local net from outside using a domain
name. From the user's view is this comparable with the port forwarding of a firewall. The Rever-
se Proxy encrypts however the connection and the access is password controlled. You can only
access the HTTP/HTTPS services via the local net.

Note

In the Internet router a port from outside has to be transferred to the ENA final port 443 (TCP) for
using the HTTPS Reverse Proxy.

User Administration

The login details are here fixed for the access of the HTTPS Reverse Proxy.

Connecting Domain Name

For the access of a host in the local network an already configurated DDNS domain name has to
be connected. Not more Reverse Proxys than existing DDNS domain name can be used.

(Picture 10).

Verkniipfung 1: meine-diskstation.no-ip.com http://192.168.25.61:5000

L. U

Picture 10: Example of a HTTPS Reverse Proxy connection to a synology diskstation
OpenVPN

OpenVPN is a program which can assemble a virtual private network (VPN) via an encrypted
TLS connection. For the encryption the OpenSSL library is used.

Note

In the internet router a port from outside has to be transferred to ENA final port 1194 (UDP) for
using the OpenVPN.

User Administration

The ENA can administrate a lot of optional OpenVPN user. But only ten users can be connected
at the same time. If a OpenVPN user is added, the PKI subsystem creates a PKCS#12 data and
together with a configuration data for OpenVPN client offered to download. The PKCS#12 data
file is encrypted with a specified password and therewith the client is able authenticate to the
server. The creation of the PKCS#12 data file takes upto two minutes.
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Download of Configuration Data Files

In order to download the configuration data files for the OpenVPN clients you have to act as fol-
lows:

»  Choose the favoured user from Drop Down Menue

« Do not unlink: If this option is activated, the OpenVPN connection of the client persists
indefinitely. This could be an option for stationary clients (PCs). If you do not activate
this option the OpenVPN connection is finished automatically after a timeout. Generally
is this desired for mobile Clients (Android/iOS) because the battery life is negatively in-
fluenced by the OpenVPN connection in perpetuity.

« Internet: Is this option activated, the OpenVPN client tries to detour the whole internet
traffic via the VPN. This is e.g. reasonable, if you are locked in a public WLAN and you
might prevent that the user of the WLAN or a third person can observe the internet traf-
fic. Note: If the internet connection to the ENA is interrupted, it could happen that the in-
ternet without VPN is continued via the normal connection.

+ Push the button for the favourite configuration data file. The following data files are
available:

o Client Config.: The configuration data file can be used to current operating systems
(Windows/Mac OS/Linux/Android) for the standard clients.

o 108 Config.: A VPN profile can be imported very easily in iOS via iOS mobile con-
fig. Note: At first import the CA certification in iOS and install the App ,,OpenVPN
connect!

o PKCS12: The PKCS12 data file contains only the certification with which the user
can be identified towards the VPN server. This data file is additionally necessary for
some clients.

iOS VPN "on demand”

With Apple iOS it is possible the start the VPN connection automatically as needed. This hap-
pens as soon as you access the configured destination addresses (Picture 11). The destination
addresses have to be domain names, it is not allowed to use IP addresses. The domain names
have to be resolved by a DNS server (e.g. Fritzbox) in your local network and they may contain *
as prefix wildcard (e.g. *.fritz.box). When using the wildcard the VPN is started for all addresses
in the destination network, e.g. eibpc.fritz.box., nas.fritz.box or homeserver fritz.box.
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iOS VPN "on demand"

With Apple iOS it is possible to establish the VPN connection automatically when needed. This occurs when
accessing the configured destination addresses.

Hint: These settings do not change the configuration of the OpenVPN server, but only the downloadable
configuration files for the clients.

M Enable iOS VPN "on demand"

Destination addresses

The destination addresses have to be domain names, it is not allowed to use IP addresses. The domain
names have to be resolved by a DNS server (e.g. Fritzbox) in your local network and they may contain * as
prefix wildcard (e.g. *.fritz.box).

Destination address 1: Destination address 2: Destination address 3:
* fritz.box

Destination address 4: Destination address 5: Destination address &:

Destination address 7: Destination address 8: Destination address 9:

WiFi network names (SSID)
The automatic VPN connection start can be disabled in WiFi networks with defined names (SSIDs). It is
recommended to enter the SSID of your local network.

SSID 1: SSID 2:
My WiF|

Apply

Picture 11: The VPN is automatically connected on access to these addresses

Furthermore the automatic VPN connection start can be disabled in WiFi networks with defined
names (SSIDs). It is recommended to enter the SSID of your local network, so VPN is disabled
when you are coming home.

Note

These settings do not change the configuration of the OpenVPN server but only the downloada-
ble configuration data files for the clients. If here something is changed the configuration data file
has to be re-imported to the client.

Experts Options

Connection Settings

If another public port than the standard port is sent while port forwarding in the internet router so
the port has to be indicated. As OpenVPN server address the first DDNS domain is automatical-
ly used.

Automatically Unlink Connection

The connection is automatically unlinked if in a certain time (in seconds) not more than a certain
data volume (kBytes) was transferred.
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OpenVPN Client Setup

i0S 8.3

Depending on iOS version the procedure can differ from the manual.

First install the app ,OpenVPN Connect® from Apple app store.

Open the ENA web interface with the Safari browser (don't use alternative browsers!).
On the page ,Public Key Infrastructure® press the button ,Download CA certificate®.

A dialog to install the certificate is opened automatically. The installation has to be confirmed
with the telephone code. Follow the instructions:

#0000 Telekom.de = 12:49 7 82 % @4

#0000 Telekom.de 7 81% @D+

Abbrechen Installieren Code eingeben Abbrechen

Enertex ENA SN001 CA

Enertex ENA SN0O1 CA .
Nicht Giberpriift lhren Code eingeben

T Zertifikat

Mehr Details

You are prompted to install the certificate. Enter the phone code.
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#0000 Telekom.de = 12:49 7 82 % @4

Abbrechen Achtung Installieren

ROOT-ZERTIFIKAT

Durch die Installation wird das Zertifikat
»Enertex ENA SN00O1 CA“ der Liste der
vertrauenswurdigen Zertifikate auf lhrem
iPhone hinzugeflgt.

NICHT UBERPRUFTES PROFIL

Die Authentizitat von ,Enertex ENA SN0O1
CA* kann nicht tiberpruft werden.

Press ,Install”

#0000 Telekom.de = 12:49 7 82 % @4

Profil installiert Fertig

@ Enertex ENA SN001 CA

Signiert von Enertex ENA SN0OT CA
Uberpriift v/

Enthalt Zertifikat

Mehr Details

The certificate has been installed. Press

,Done"

Installieren

Abbrechen

Again confirm with ,Install

Go to the page ,OpenVPN, chose the desired user and press the button ,iOS config*:

Enertex® Bayern GmbH — Ebermannstédter Strae 8 - 91301 Forchheim - Deutschland - mail@enertex.de
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0000 Telekom.de = 12:51 782 % 114
192.168.23.184

Benutzername:

usert

Nicht trennen

(@]

Internet

@]

Client-Konfig

Die Konfigurationsdatei kann fiir die Standard-
Clients auf den géngigen Betriebssystemen
(Windows/Mac OS/Linux/Android) benutzt
werden.

i0S-Konfig

Mit der iOS-Mobileconfig kann in iOS sehr
einfach ein VPN-Profil importiert werden.
Hinweis: Importieren Sie zunéchst das CA
Zertifikat in iOS und installieren Sie die App
"OpenVPN Connect"!

PKCS12

Die PKCS12-Datei beinhaltet lediglich das
Zertifikat. mit dem sich der Benutzer gegeniiber

It automatically opens a dialog to install the configuration. The installation must be confirmed
with the phone code. Follow the instructions. You must also specify the password with which the
user has been created on the ENA:

#0000 Telekom.de = 12:52 7 83 % B4 ®0000 Telekom.de & 12:52 7 83 % Er4

Abbrechen Profil Installieren

Enertex ENA SN0O1 VPN

N signing
Uberpriift v/

Code eingeben Abbrechen

lhren Code eingeben

Enertex ENA OpenVPN Konfiguration
Optionen:

* bei Bedarf automatisch verbinden

* automatisch trennen

* Internetverbindung nicht umleiten

It VPN-Einstellungen
Zertifikat

Mehr Details

Step 1: You will be prompted to install the VPN Enter your phone code
profile. It is displayed as "Trusted".
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Handbuch-ENA-en-11.0dt, 2017-04-21 Seite 19 von 33

A f A

#0000 Telekom.de & 12:53 7 83 % B4 #0000 Telekom.de = 7 83% 4

12:53

Achtung

Abbrechen Installieren

Abbrechen Achtung Installieren

VPN VPN

Der Netzwerkverkehr |hres iPhone wird
moglicherweise tber einen HTTP-Proxy-
Server gesichert, gefiltert oder Uberwacht.

Der Netzwerkverkehr lhres iPhone wird
moglicherweise Uber einen HTTP-Proxy-
Server gesichert, gefiltert oder Uberwacht.

Installieren

Abbrechen

Step 2: This note specifies that the network ... confirm again with ,Install”.
traffic is passed through the ENA . Press
"Install" and ...

f A

#0000 Telekom.de = 12:53 < 83 % B4

f A

#0000 Telekom.de = 12:54 7 83 % @4

Abbrechen Passwort Abbrechen Passwort Weiter

PASSWORT FUR DAS ZERTIFIKAT ,USER:USER1.P12
EINGEBEN

PASSWORT FUR DAS ZERTIFIKAT ,USER:USER1.P12"
EINGEBEN

Erforderlich fur Profil ,Enertex ENA SNO01 VPN Erforderlich fiir Profil ,Enertex ENA SNOO1 VPN

QWERTZUI1I OPU QWERTZUI1l OPU

ASDFGHUJIKLOA ASDFGHUJIKLOA

Y X CVBNM Y X CVBNM

Leerzeichen Return Leerzeichen Return

Step 3: Enter the password that was assigned ... and press ,Next“.
when creating the VPN user in the ENA...
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#0000 Telekom.de = 12:54

Profil installiert

Enertex ENA SN0O1 VPN

signing
Uberprift v/

Enertex ENA OpenVPN Konfiguration
Optionen:

* bei Bedarf automatisch verbinden

* automatisch trennen

* Internetverbindung nicht umleiten

It VPN-Einstellungen
Zertifikat

Mehr Details

The VPN profile has been installed. Press
,oone*.
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#0000 Telekom.de = 12:56 7 84 % @4

£ Einstellungen VPN

VPN-KONFIGURATIONEN
Verbunden

JENA “ wird bei Bedarf verbunden.

VPN hinzufligen

Test the connection in the iPhone settings at
.General — VPN (not at ,VPN" in the main
menu!).

®e000 Telekom.de &  12:56 v 84 % [Er4

About OpenVPN

() OpenVPN Connect

\ ENA =
VPN-On-Demand profile

</ Connected

A/

CONNECTION DETAILS
Duration 0:01:02
Packet received 18 seconds ago
Bytes In 4.85 KB
Bytes Out 5.87 KB

MORE FROM OPENVPN TECHNOLOGIES...

Private Tunnel -- Your Secure and
Private Path to the Internet

( e OpenVPN Access Server -- VPN
,\ Solution for your Business

OpenVPN is a registered trademark of
OpenVPN Technologies, Inc.

Connect” app.

Enertex® Bayern GmbH — Ebermannstadter Strake 8 - 91301 Forchheim - Deutschland - mail@enertex.de
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Android 5.1

Depending on Android version and device manufacturer the procedure can differ from the manu-
al.

At first you have to enable the display lock in the Android settings at ,Security®.
Then install the app ,OpenVPN Connect* from the Google Playstore.
Open the ENA web interface with the Chrome browser.

Go to the page ,OpenVPN*, chose the desired user and press the button ,Client config” to down-
load the respective file. After the download has finished press the button ,PKCS12 to also dow-
nlaod this file. Both files have to be imported in the ,OpenVPN Connect* app afterwards:

v i 12:04 ®4 i v i 12:05

Benutzemame: I - Ol Dateimanager R Q

user2

Nicht trennen A storage emulated #  Download

Internet . client-user-user2.ovpn
c 12

user-user2.p12

12:(
Client-Konfig

Die Konfigurationsdatei kann fiir die Standard-
Clients auf den gangigen Betriebssystemen
(Windows/Mac 0S/Linux/Android) benutzt
werden

10S-Konfig

Mit der i0S-Mobileconfig kann in iOS sehr
einfach ein VPN-Profil importiert werden
Hinweis: Importieren Sie zunachst das CA
Zertifikat in i0S und installieren Sie die App
"OpenVPN Connect'!

PKCS12

Die PKCS12-Datei beinhaltet lediglich das
Zertifikat, mit dem sich der Benutzer gegeniiber

Step 1: Open ENA web interface in Chrome Both downloaded files are in the ,Download*
browser. folder now.
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OpenVPN Connect

Welcome to Open
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v i 12:06

Import Private Tunnel Profile

Import Access Server Profile

requires a .ovpn p
Please go to Men !MPort Profile from D card

or Menu / Help fo

Import PKCS#12 from SD card
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®44 v i@ 12:06
OpenVPN Connect

Please select PKCS#12 file to import

|1 select: /sdcard/Download/user-user2.p12

im/

m_/

Your Secure ana rrivate iatn 10 the
Internet

B client-user-user2.ovpn

https://www.privatetunnel.com/

B user-user2.p12
VPN Solution for your Business
http://openvpn.net/as/

OpenVPN is a registered trademark of OpenVPN Technologies,

SELECT CANCEL

Step 2: Open the ,OpenVPN Connect” app
and chose ,Import — Import PKCS#12 from
SD card” from the menu. This way the user
certificate will be imported to the Android Key-
store.

Step 3: Chose the previously downloaded cer-
tificate with the file name ,user-username.p12*
in the Download folder and press ,Select".

Zertifikat extrahieren
Geben Sie das Passwort zum Extrahieren der Zertifikate
Zertifikat benennen

Zertifikatname:

ABBRECHEN ~ OK ENA Userzl

Verwendung der Anmeldedaten:
VPN und Apps

Folgendes
]

ein CA-Zertifikat

ABBRECHEN  OK

Step 4: Enter the password that was assigned

Step 5: Give any desired name to the user cer-
when creating the VPN user in the ENA.

tificate. Later it can be selected by this name in
the Android Keystore.
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ool v 12:09 (= 2 v @ 12:09
OpenVPN Connect Import Private Tunnel Profile OpenVPN Connect

Import Access Server Profile Please select .ovpn profile to import
Welcome to Open

L | ¥ Select: /sdcard/Download/client-user-user2.ovpn
requires a.ovpn p
Please go to Men Import Profile from SD card m/
or Menu / Help fo
Import PKCS#12 from SD card m ./
Your Secure ana rrivate Fatn 10 e B client-user-user2 ovpn
Internet .

http: v.privatetunnel.com/

B user-user2.p12

VPN Solution for your Business
http://openvpn.net/as/

N is a registered trademark of OpenVPN Technologies,
Inc.

SELECT CANCEL

Step 6: Chose ,Import — Import Profile from
SD card® from the menu. This way the OpenV-
PN settings are imported.

Step 7: Chose the previously downloaded con-
fig file with the file name ,client-user-userna-
me.ovpn® from the ,Download* folder and
press ,Select".

e v i 12:00 v 1210
OpenVPN Connect

Profile Imported
To create a shortcut to this profile or act

ch to a differ
briefly.

Verbindungsanfrage

OpenVPN Profile:
[client-user-user2] ~ OpenVPN Connect méchte eine VPN-
. ) Verbindung herstellen, tiber die der
FiigilerezE il fipeicd Netzwerkverkehr iberwacht werden kann.
[client-user-user2] Lassen Sie die Verbindung nur zu, wenn die
Connect App vertrauenswiirdig ist.
. O wird oben am Display angezeigt, wenn

Your Secure and Private Path to the VPN aktiv ist.
Internet

https://www.privatetunnel.com/

ABBRECHEN ~ OK
VPN Solution for your Business
http://openvpn.n: /

OpenVPN is a mark of OpenVPN Technologies,

Step 8: After the successful import of the profi-

Step 9: Android shows a note, that a VPN
le, the connection can be started the first time.

connection will be started. Confirm with ,OK".
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Select Certificate

This profile doesn't include a client certificate.
Continue connecting without a certificate or
select one from the Android keychain?

CONTINUE  SELECT CERTIFICATE

Step 10: At first connection attempt a user cer-
tificate must be chosen for the connection.
Therefore press ,Select Certificate®...

AQE® L

OpenVPN Connect

OpenVPN Profile:

T
% OpenVPN: Connecting...

Disconnect

Connection stats:
Duration 0:00:03
eived <1 second ago
3,82KB
4,24KB

ore detail

Your Secure and Private Path to the
Internet

https://www.privatetunnel.com/

VPN Solution for your Business
http://openvpn.net/as/

OpenVPNis a ered trademark of OpenVPN Technologies,

Inc.

The connection is started...

Seite 24 von 33

v @122

Zertifikat auswahlen

Die App OpenVPN ifikat angefordert
ndet die App diese

Identitat jetzt und zukinftig fir §

ENA User2 ®

CN=useruser2

Sie konnen Zertifi
einer pfx- oder .p12-
exteren Speicherme

12-Datei mit
ieren, die sich auf

INSTALLIEREN

ABLEHNEN ZULASSEN

... and chose the previously installed certifica-
te. Confirm with ,Allow*.

AQiqe or ¥ id 1213

OpenVPN Connect

OpenVPN Profile:

B OpenVPN: Connected

Disconnect

Connection stats:
Duration 0:00:13
etreceived 7 seconds ago
in 471KB
6,15KB

Your Secure and Private Path to the
Internet

https: w.privatetunnel.com/

VPN Solution for your Business
http://openvpn.net/as/

OpenVPN is tered trademark of OpenVPN Technologies,

Inc.

... and is connected now. In the status bar a

key symbol is shown. Now you can use any

desired app that needs a connection to your

network. The connection can be shut down
with the ,Disconnect” button.

Optionally a widget can be added to the Android home screen for faster connection start:
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A® 3L

OpenVPN Connect

OpenVPN Profile:
[client-user-user2] ~

B8 OpenVPN: Disconnected

Connect

Your Secure and Private Path to the
Internet

https://www.privatetunnel.com/

VPN Solution for your Business
http://openvpn.net/as/

OpenVPN is a registered trademark of OpenVPN Technologies,
Inc.

Step 1: When the VPN is disconneted press
the button to modify the connection (the small
notepad icon)...

Create Connect Shortcut

Profile shortcut name:

ENA|

CANCEL  CREATE SHORTCUT

Seite 25 von 33

81 &4 20 1 i [client-user-user2]

Create Connect Shortcut

Delete Profile

Rename Profile

Forget Credentials

Cancel

v @126

Step 2: Enter a name for the widget. The widget is placed on your home screen.
Pressing the symbol starts the connection.

After importing a user certificate to the Keystore, after each reboot Android shows a notification

that the network may be monitored. This cannot be disabled.
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Windows 7

First download the installer for the application ,OpenVPN GUI“ from the OpenVPN website (htt-
s://openvpn.net/index.php/open-source/downloads.html):

() PENVPN®

Home VPN Senvice VPN Solution Downloads
el Downloads
Downloads
OpenVPN 2.3.6 --released on 2014.12.01 (Change Loqg)
Source Code

This release fixes a critical denial of service vulnerability in OpenVPM servers (CVE-2014-8104). The vulne
exploited by authenticated clients. Also note that confidentiality and authenticity of traffic are not affected.
this vulnerability is available on the Trac wiki. This release includes a few other fixes and enhancements. ,

Documentation

HOWTO

Security Overview
Examples
Graphical User Interface
Manuals
Change Log
Installation Notes
Release MNotes
Miscellaneous
MNon-English
File Signatures
Articles
FAQ

General

Client

Server
Books
WikifTracker

The installer can be found in the Download folder:
S—

available here

Windows installers 1002 and 1602 bundle OpenSSL 1.0.11, which fixes the FREAK wulnerability. The impac
OpenVPM is discussed in detail in the Wiki. Windows installers 1003 and 1603 bundle OpenSSL 1.0.1m tt
vulnerabilities, one of which (CVE-2015-0286) is likely to affect OpenVPN also.

If you find a bug in this release. please file a bug report to our Trac bug tracker. In uncertain cases please
first, either using the openvpn-devel mailinglist or the developer IRC channel (#openvpn-devel at irc_freenod

take a look at our official documentation, wiki, forums, openvpn-users mailing list and user IRC channel (#

irc_freenode_net).

| Source Tarball {gzip)

openvpn-2.3.6.tar.qgz

‘ GnuP'G Signature

| Source Tarball {xz)

openvpn-2.3.6.tar xz

‘ GnuPG Signature

| Source Zip

openvpn-2.3.6.7ip

‘ GnuP'G Signature

| Installer (32-bit), Windows XP and later

openvpn-install-2.3 6-1003-i686 exe

‘ GnuP'G Signature

Installer (Bd-bit), Windows XP and later

openvpn-install-2.3.6-1003-x86 §4.exe

GnuPG Signature

| Installer (32-bit), Windows Vista and later

openvpn-install-2 3 6-1603-i686 exe

‘ GnuPG Signature

Installer (B4-bit), Windows Vista and later

openvpn-install-2.3.6-1603-x86 64 exe

GnuP'G Signature

e ? . ™4

Lo e =]

@-‘,\—\_}'| 4 » thorsten » Downloads

Organisieren *

- Favoriten
Pl Desktop
4 Downloads
£l Zuletzt besucht

4 Bibliotheken

[E=] Bilder
@ Dokumente

& Musik
B Videos

’ 1 Element

In Bibliothek aufnehmen +

m

-

MName

Freigeben far « Brennen

Mewer Ordner

Anderungsdaturn Typ

4P

0 @

Grafe

= -

| (2 openvpn-install-2.3.6-1603-i686

08.05.201511:01

Anwendung

1,660 KB |

Install the application:
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™ e

OpenVPN 2.26-1603 Setup = = @L

Welcome to the OpenVPN |
2.3.6-1603 Setup Wizard

.

Thig wizard will guide you through the installation of
OpenVPN , an Open Source VPN package by James Yonan.

Mote that the Windows version of OpenVPM will only run on
Windows XP, or higher.

MNext = ] | Cancel
_A—
Standard settings can be used to install:
[ B e
OpenVPN 2.25-1602 Setup =] @ @L
Choosze Components

Choase which features of OpenVPM 2,3.6-1603 you want to |
install.

Select the components to installjuparade. Stop any OpenVPM processes or the OpenVPN
service if itis running. All DLLs are installed locally.

Select components to install:

OpenVPN Service

m

TAF Virtual Ethernet Adapter
OpenVPN GUI

OpenVPN File Assodiations
[ openssL Utiities

Description
Space required: 3.8MB

< Back ” Next = l | Cancel |

_A——
. B e

OpenVPN 2.26-1603 Setup = = @L

Choose Install Location
Choase the folder in which to install OpenVPN 2.3.6-1603. |

Setup will install OpenVPN 2.3.6-1603 in the following folder. To install in a different folder,
dlick Browse and select another folder. Click Install to start the installation.

Destination Folder

C:\Program Files\OpenvPN Browse...

Space required: 3.8MB
Space available: 1.0GE

| < Back |[ Install l| Cancel

After installation the application symbol is on the desktop:
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Make sure that the program is run as administrator. Therefore use the right mouse button to
open properties of the symbol and set the option:

ﬁ) Eigenschaften von OpenVPM GUI

X5

Sicherheit Detailz I ‘lorgangerversionen
Allgemein Vednipfung | Kompatibiltat

Falls dieses Programm Probleme vemursacht, wahlen Sie den
Kompatibiltatsmodus, der mit der friiheren Windows- Version
Ubereinstimmt, unter der das Programm richtig funktionierte.

Hilfe beim Auswéhlen der Einstellungen
Kompatibilitatsmodus

[ Programm im Kompatibilitdtsmodus ausfiihren fir:

Windows XP (Service Pack 3)

Einstellungen
[ Mit 256 Farben ausfihren
[T In Bildschimaufiésung 640 x 480 ausfiihren
[ Visuelle Designs deaktiviersn
[ Desktopgestattung dealdivieran
[ Skalierung bei hohem DPIF'Wert dealdivieren

Berechtigungsstufe
Programm als Administrator ausfihren

[ '&i‘ Einstellungen fir alle Benutzer andem ]

[ 0K ] [ Abbrechen ] Ubemehmen

Open the ENA web interface with a browser. On the page ,OpenVPN" chose the desired user. If
the connection should not be disconnected automatically set the checkmark at ,Stay connected®.

Afterwards press the ,Client config“ button to download the configuration file:

Konfigurationsdateien herunterladen
Bitte den Benutzer auswahlen, fir den die Konfigurationsdatei heruntergeladen werden soll. Aulerdem muss

angekreuzt werden, ob die VPN-Verbindung nicht automatisch getrennt werden soll und ob der gesamie

Internetverkehr des Clients uber das VPN abgewickelt werden soll.

Benutzername:
user3

Client-Konfig

i0S-Konfig

PRCS12

Nicht trennen Internet

E @ B

Die Konfigurationsdatei kann fur die Standard-Clients auf den gangigen
Betriebssystemen (Windows/Mac OS/Linux/Android) benutzt werden.

Mit der iI0OS-Mobileconfig kann in iI0S sehr einfach ein VPN-Profil importiert
werden. Hinweis: Importieren Sie zunachst das CA Zerdifikat in i0OS und installieren

Sie die App "OpenVPN Connect"!

Die PKCS12-Datei beinhaltet lediglich das Zertifikat, mit dem sich der Benutzer
gegenuber dem VPN-Server ausweist. Diese Datei ist fur manche Clients

zZusatzlich notig.
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B Offnen von client-user_user3.ovpn 22 i
Sie machten folgende Datei 6ffnen:
(o) client-user_user3.ovpn
Qa
N Vem Typ: Apple Mobile Device-Konfigurationsprofil (6,6 KB) L
Von: http://192.168.23.184 i
1 €
N Wie soll Firefox mit dieser Datei verfahren?
B @ Datei speichern
[T] Fir Dateien dieses Typs immer diese Aktion ausfihren
S
k
oK Abbrechen
TOS=ROTITTT = n

Copy the downloaded file from the Download folder to the folder ,C:\Program
Files\OpenVPN\config*:

- . L=
[E=%(En| >
|
@':\_)'| g » thorsten » Downloads v|¢,|
Organisieren » j Offnen - Freigeben fir » Brennen Mewer Ordner == -+ O I@I
¢ Favoriten Mame Anderungsdatum Typ Grale
B Desktop |0 client-user_user3 08.05.2015 11:08 OpenVPN Config ... 7KB|
4. Downloads E P openvpn-install-2.3.6-1603-i636 08.05.201511:01 Anwendung 1.660 KB N
i =] Zuletzt besucht
4 Bibliotheken
=/ Bilder
3 Dokumente
& Musik ‘
E Videos
client-user_user3  Anderungsdaturmn: 08.05.2015 11:08 Erstelldatum: 08.05.2015 11:07
OpenVPN Config File GroBe: 6,64 KB J
r - _
T A — Y L
(=1 EoR =™
@uv| . » Computer » Lokaler Datentrdger (C:) » Programme » OpenVPM » config - | +4 |
Organisieren = In Bibliothek aufnehmen + Freigeben fiir = Brennen Neuer Ordner =~ 0 I@I
5 - -
= Zuletzt besucht - MNarme Anderungsdatum Typ Grake
. - | () client-user_user3 08.05.2015 11:08 OpenVPN Config .. 7KBE
4 Bibliotheken ; N
. .| README 08.05.2015 11:05 Textdokument 1KB
| =/ Bilder
3 Dokumente =
& Musik
B Videos
1M Computer
5._?, Lokaler Datentrager (C ‘
8" CD-Laufwerk (D) Virte -
, 2 Elemente J
— =

Now you can connect to OpenVPN. Therefore click on the OpenVPN GUI icon in the systray
with the right mouse button and chose ,Connect®:
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Verbinden
Trennen

Status

Leg Information
Kenfiguration anpassen

Passwort dndern

Einstellungen...

Beenden

11:A
08.05.2015

DE . m |l. ';J;I i)

You will be prompted for the password that was assigned when creating the VPN user in the
ENA:

I d— - ¥ -

T T
[_&] OpenVPN Verbindung (client-user_user3) EI@

Alueller Status: Verbinden

Fri May 08 11:22:15 2015 OpenVPN 2.3.6 1686 w64-mingw32 [SSL (OpenSSL)] [LZ0] [PKCS11] [IPvE] buitt on
Fri May 08 11:22:15 2015 library versions: OpenS55L 1.0.1m 1% Mar 2015, LZ0 2.08

Fri May 08 11:22:15 2015 MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:25340

Fri May 08 11:22:15 2015 Need hold release from management interface, waiting...

Fri May 08 11:22:16 2015 MANAGEMENT: Client connectedfrom [AF_INET]127.0.0.1:25340

Fri May 08 11:22:16 2015 MANAGE| :
Fri May 08 11:22:16 2015 MANAG
Fri May 08 11:22:16 2015 MANAG
Fri May 08 11:22:16 2015 MANAG

OpenVPN

Passwort:

[ ok | [ Abbrechen

m | p

| (et

Afterwards you are connected:

© client-user_user3 ist nun verbunden. % *
ZugewieseneIP: 109,810

KNX Connection

Via KNX group addresses specified functions can be triggered e.g. the OpenVPN server can be
started or stopped. Thereby the IP address of the KNXnet/IP interface or of a KNXnet/IP router
has to be configurated in order to build a tunneling connection to the KNX bus.

KNXnet/IP Connection

Here the IP address of the KNXnet/IP interface or of the KNXnet/IP router has to be specified.
(Picture 12)
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KNXnet/IP-Verbindung
™ KMXnet/IP-Tunneling-Verbindung aktivieren

IP-Adresse der KNXnet/IP-Schnittstelle:
192.168.25.255

Anwenden
Picture 12: KNXnet/IP Tunneling Connection

OpenVPN-KNX connection

The OpenVPN server can be started or can be stopped via a 1 bite KNX group address. Via
another 1 bite KNX group address an actual status can be output. (Picture 13)

OpenVPN-KNX-Anbindung
) OpenVPN-KNX-Anbindung aktivieren

Der OpenVPN-Server kann Uber eine 1-Bit KNX-Gruppenadresse gestartet, bzw. gestoppt werden.

Start/Stopp-GA: Status-GA:
12/0/1 12/002

Die Zugangsherechtigung der einzelnen Benutzer kann Ober eine 1-Bit KNX-Gruppenadresse erteilt, bzw.
entzogen werden. Uber eine weitere Gruppenadresse kann der momentane Verbindungsstatus der Benutzer
ausgegeben werden.

Benutzername: Berecht.-GA: Status-GA:
userl hi IEPYT 1212
Anwenden

Picture 13: OpenVPN KNX Connectivity

For up to 16 users the access authorisation via an 1 bite KNX group address can be instructed
respectively detracted.

Via another group address the actual connection status of the users can be output.

Note

If the access authorisation will be dispossessed of the user, the connection of the user is not un-
linked, whether the user is just logged in.

The refreshing of the connection status of the user can be delayed up to two minutes.
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Administration

Change login to the Webadmin interface

Here the login details for the administrative web surface of the ENA can be changed.

Public area

ENA can provide a public area with status information on it's web interface. These information
are available without password protection inside the LAN. For example it can be shown when
OpenVPN config files have been downloaded:

« Start page
. SN: 001 / version: 1.017
Uptime OpenVPN
OpenVPN state OpenVPN daemon is running.
KNX state

No connected clients.
v Log

Connection log since system start:

Log of config file downloads:
User name schnulli:

Reboot

The device will be restarted. The process takes about one minute.

Restore Factory Defaults

The factory defaults will be restored and the device will be restarted. The process takes about
two minutes.

Note

If the webinterface no longer reachable, the factory defaults can be restored as follows: While
operating (LED flashing every second); keep pushing the resetbutton min. 10 seconds; as soon
as the LED is flashing faster; you can stop pushing the button. Then the ENA restarted and can
restore the factory defaults.

Update Firmware

Choose and upload a firmware upgrade data file. The device restarted after the upgrade. The
process takes about two minutes.

Save the Configuration

The current configuration can be saved and can be downloaded in a data file. It can be restored
anytime.

Note

In the safety are contained neither certifications nor OpenVPN users.

Restore Configuration

Restore a former saved configuration.
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. Funktionsbeschreibung erweitert
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5: 8.5.2015 , Dipl.-Ing. (FH) T. Miihifelder
. OpenVPN-Einrichtung auf Clients erweitert
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. OpenVPN on demand Kapitel aktualisiert.
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