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1 Introduction

This document describes the possibilities of remote access, e.g. with ETS, to a KNX
installation via the Internet.

Remote access is an essential requirement for many KNX installations. On the one hand
for the installer, who maintains and optimises the system remotely, on the other hand for
the user of the object, who expects display and operating functions. Here, the Internet
Protocol IP offers a continuous possibility to communicate from any location worldwide to
the individual property.

At the same time, the use of the Internet entails the risk of unauthorized access. In order to
prevent this, technical measures are required, which are listed below.

Remote access can either be carried out using NAT (Network Address Translation) or a
VPN (Virtual Private Network). In addition to selecting the type of access, it is also possible
to secure the KNX network using KNX Security.

Remote access is possible with all devices that support KNXnet/IP tunneling. These are
the KNX IP Interface 731/ 732 secure, the KNX IP Router 751 / 752 secure, the KNX IP
LineMaster 762 as well as the KNX IP BAOS 773, the KNX IP BAOS 774 and the KNX IP
BAOS 777. In the following the term KNX IP devices is used.
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2 Remote access with NAT

2.1 Network Address Translation (NAT)

NAT (Network Address Translation) is a method used to translate IP addresses. It is
primarily used in routers (e.g. DSL routers).

Please note that remote access via NAT, without further safety
measures, poses significant dangers. Port forwarding provides
universal access to your local IP network and your KNX system.

Any Internet user can discover the open port on your static public IP
address and can, for example, access your KNX network via the ETS
software.

We strongly advise using NAT only temporarily for testing or
diagnostic purposes. After that, close the port again to prevent abuse.

If remote access is realized through NAT, we strongly advise you not
to specify the default port of 3671 towards the Internet. Port 3671 is
the official port for efcp - eFieldControl(EIBnet) registered by KNX
Association. This port can be easily determined by unauthorized
persons. Please use a port in the non-reserved range between port
50000 and port 60000.

Permanent remote access should be established only when
protected! We recommend remote access through VPN (Virtual
Private Network). The VPN feature is already integrated into most
DSL routers.
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2.2 Example of a configuration

2.2.1 Structure

WAN
e.g. DSL

. IP addr.:
Switch 192.168.1.30 B

LAN

Internet

IP addr.:
192.168.1.1

Subnet: 255.255.255.0

IP addr. IP addr.:

I | 192.168.1.10 I M| 192168.1.11
e KNXIP i KNXIP
;s Router te- Router

1.1.0 2.1.0

111 1.1.10 211 2.1.10
1.1.2 1.1.11 21.2 211

Figure 1. KNX installation

The diagram above shows a typical KNX installation that is connected to the Internet via a
DSL router. Two TP lines are connected to each other via two KNX IP routers. These KNX
IP routers were assigned static IP addresses from the local network. The DSL router
needed for Internet access has a fixed local IP address (192.168.5.1) and a public IP
address (here, 84.145.85.60), which is assigned by the Internet service provider.
Generally, the public IP address is dynamic, meaning that it is reassigned every time an
Internet connection is re-established.
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2.2.2 Necessary settings in the DSL router (FRITZ!Box 7490)

In the DSL router, forwarding must be set up under the ‘Permit Access’ item. For this, a
port (standard: 3671) and an IP address (local IP address of the KNX IP device, e.g.
192.168.5.30) must be specified. Afterwards, all telegrams that are received from the
Internet and are directed to port 52011 will be forwarded to the specified KNX IP device to
Port 3671.

Since Port 3671 is the official port for efcp - eFieldControl(EIBnet) of the KNX Association,
it is advisable in the direction of Internet does not port the default to use it! As described in
our example, we strongly recommend a port from the unreserved area between port 50000
and port 60000!

FRITZ!Box 7490 FRITZINAS MyFRITZ!
Port Forwarding ®
Overview it Create New Port Forwarding Setting
Internet ~ Port forwarding enabled for Other applications ~
Online Monitor Name KNXnet/IP
i Protocol ‘UDP: ~
Account Information : ’
From port
Filters 52011  to port 52011
to computer Enter the IP address manually ~
1 to IP add 192.168.5.30
MyFRITZ! Account o address
to port
Telephony 3671
Home Network
o]
Wireless

Figure 2: Settings in the DSL router (port forwarding for KNXnet/IP)
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FRITZ'Box 7490 FRITZINAS MyFRITZ!

Internet > Permit Access @

Port Forwarding

(4] Overview M

IComputer‘:-. connected to FRITZ!Box are safe from unauthorized access from the Internet. However, for
certain applications such as online games or the eMule file sharing program, it must be possible for other
users in the Internet to access your computer. Such connections are made possible by enabling port
forwarding.

@ Internet N
Online Monitor

Account Information List of Ports with Port Forwarding

Filters
Enabled Name 2 Protocol Port To Computer To Port

KNXnet/IP  UDP 5011  PC-192-168-530 3671 7 || x

MyFRITZ! Account e

‘. Telephony

I;I'_l'| Home Network [C] All devices in the home network are allowed to change their own port forwarding settings

Devices like game consoles and applications that support UPnP or PCP can be used to change security
settings in the home network automatically, such as the FRITZ!Box port forwarding rules. For reasons of
security, only enable this option if you really want to allow incoming connections from the Internet that

must be managed by the devices themselves.

New Port Forwarding

Wireless
L, pect

@x Diagnostics

[EJ System
Figure 3: Settings in the DSL router (list of port forwarding’s)
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2.2.3 IP configuration of the KNX IP Interface

Since the IP address of the KNX IP device has to be known, manual configuration is
recommended. The IP address (192.168.5.30), subnet mask (255.255.255.0) and gateway
IP address (192.168.5.1) must be specified.

Redo =1 Reports Workplace * E_: Catalogs ! Diagnostics

Neues Projekt - Topaol... Test - Topology x

Add Areas X Delete i Download * Help

Highlight Changes Default Parameters

Topology 1.1.250 KNX IP Interface 731 > General
[ Dynamic Folders
4 [FF] 1 Neuer Bereich General Mote: For Device Name and IP Settings see Dialog
4 E 1.1 Neue Linie Prog. mode on device front Disabled O Enabled
AT 122 KNX Power Supply 366 Manual operation on device Infinite =
4 4] 1.1.250 KNX TP Interface 731
o E 1.1.251 Additional individual address
i E 1.1.252 Additional individual address
i E 1.1.253 Additional individual address
! E 1.1.254 Additional individual address
: 4] 1.1.255 Additional individual address
I
I
I
I
i
|
i

Group Dbjects Parameter

IP (VPN) (192.168.5.35:3671) +| 11 Neue Linie 1.1.250 KN IP Interface 731

il Properties

V}.Qﬂ'

Settings

Obtain an IP address automatically

Q' Use a static IP address
1P Address
152.168.5.30

Subnet Mask
255.255.235.0

Default Gateway
152.168.3.1

MAC Address
D0:24:60:0115:86

Routing Multicast Address
22402312

A Find and Replace
Workspaces

@ Todo Items

© Pending Operations
Undo History

Last used workspace

Comments  Information

i:igure 4: IP configuration (part 1)
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2.2.4 Establishing a connection with the ETS

ETS Edit Workplace Commissioning Diagnostics Extras  Window
Overview Bus Catalogs Se.ttimgs K A X
= ComssE Current Interface <. TP Tunneling
1P (NAT) Name
Interfaces Individual Address: 1.1.250
@ IP (NAT)
1ons o
3 4 Configured Interfaces + %
Server
= Moniter <= IP (NAT) 84.145.85.60:52011 84.145.85.60
Group Monitor 4 Discovered Interfaces Port
A 52011
v Manitar b 11250 KNX IP Interface 731
MNetwork Address Translation
— Diagnostics

Unload Device
Device Info
= Individual Addresses

Programming Mode

* Connect using NAT mode

Be careful if using NAT mode
to connect to unsecured
interfaces over the internet,
It's safer to establish a VPN
«connection and use local IP
addresses instead.

Individual Address Check Security
Secured
Line Scan
Ok Test
ETS Version ETS 5.5.2 (Build 665) License ETSS Professional  Apps 1 active

Figure 5: ETS Connection Manager

A separate connection should be created for remote access, such as ‘IP (NAT)’ in the
example shown here. Select ‘KNXnet/IP’ for the type. In the ‘Server’ field, enter the public
IP address of the remote KNX installation. The port 52011 specified here, must be the
same as that one specified in the DSL router settings.

Important: The ‘Connect using NAT mode’ box has to be checked!

Note: The IP address has to be entered manually since the devices cannot be scanned by
ETS via the Internet.

Remote access by means of NAT requires at least ETS version 3.0f.
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3 Remote access via a VPN

3.1 Virtual Private Network (VPN)

A VPN is an extension of private networks. It can be used to enable remote access (site-
to-end) and link private networks (site-to-site) via the Internet.

3.1.1 Site-to-end

A site-to-end VPN can be used to establish access to an internal network. For example,
employees in the field can use it to dial into their company network.

3.1.2 Site-to-site

A site-to-site VPN can be used to link private networks. For example, a site-to-site VPN
can link two remote company networks.

3.2 Remote access to a KNX/IP router using the Fritzbox 7490

As an example, the remote connection via the Internet between a PC in building A running
the ETS software and a KNX installation behind a Fritzbox 7490 DSL router in building B is
explained. The KNX system topology of building B is similar to that one shown in Figure 1.

Through a VPN tunnel, the ETS in property A communicates securely via the internet with

KNX system in property B.

3.2.1 Setting up the VPN-Tunnel

For the configuration of the Fritzbox 7490, a special tool is needed
(fritzIbox_configure_vpn_connection_english.exe). The tool can be downloaded from:
www.en.avm.de

After a successful completion of the configuration, the tool will generate two configuration
files.

One of this files is for import into the Fritzbox (in property B) the other one is for the AVM
VPN client program (VPN client for the PC running ETS in property A) (see item 3.2.3).

Hint: setting up a VPN-tunnelling connection via a AVM Fritzbox router is only possible by
using the additional AVM VPN-Client. The Windows VPN-Client is incompatible with the
Fritzbox VPN-Server.
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Lézltl»lié@

MNew  Delete  Export Explorer Help

Existing Configurations

Figure 6: AVM VPN configuration tool

Using the AVM VPN configuration tool, all data for setting up the VPN connection will be
collected. By clicking the option ‘New’ the following window appears.

This Wizard configures a VPN connection to your FRITZ!Bax
in just a few steps.

¢ Corfigure VPN connection for one user

~ Corfigure a connection between twa FRITZ!Bax
networks

" Import existing VPN connection to an AVM Access Server

£ Zuriick, Weiter = Abbrechen Hilfe

Figure 7: VPN mode option

In our example, we choose the ‘Configure VPN connection for one user’ option.
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figure FRITZ!Box VPN Connecti

Configure VPN Connection for One User
Select device

Select the device the user should use to access the FRITZ!Box network.

&+ Computer with FRITZIVPN

" iPhone, iPod touch oriPad

< Zuriick I Weiter = I Abbrechen Hilfe

Figure 8: Choose platform

gure FRITZ!Box VPN Connectic

Configure VPN Connection for One User
E-mail Address of the User
Enter the user's e-mail address.
E-mail address of the user: Iinfo@weinzierl.de
< Zunick Weiter = Abbrechen Hilfe

Figure 9: User e-mail

The next step is to create a user account with a specific name. In this example we choose
an e-mail address but any name is allowed.
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Egur& FRITZ!Box VPN Connection | —

Enter the name at which your FRITZ!Box can be reached in the Intemet.

Configure VPN Connection for One User
Accessibility of Your FRITZ!Box in the Intemet O

Name of your FRITZ!Boe (domain name): |34.145.E5.5D

If you have not set up a dynamic DMNS name yet, create a dynamic DNS entry now in the
FRITZ!Box user interface.

To the FRITZ!Box User Intefface To the VolP Gateway User Interface

< Zuriick Weiter = Abbrechen Hilfe

Figure 10: VPN-Server definition

In the window above, you have to specify the Fritzbox in building B. You either fill in its

static IP address (from ISP) or a DNS account name (provided for example from

www.dyn.com, www.selfhost.de, ...)

Enter the |P network of the selected FRITZ!|Box.

" Apply factory settings of the FRITZ!Box for the IP network
% Use a diferent |P network

IP netwark: 192 . 168 . 5 . 0 Subnetmask: |24-2552552550 ~

BExample: IP networs 192.168.178.0, Subnet mask 24 - 255 255.255.0

|P address of the user in the networl of the selected

FRITZBax: 192 168 . 5 . 201
[V Send all data overthe WPN tunnel

All data, including those which are to be sert to the Intemet rather than the FRITZ!Baox
nietwark, are routed over the VPN tunnel. This setting is suitable, for instance, when
using the Intemet in public wireless networks (hotspots).

Configure FRITZ!Box VPN Connection [
Configure VPN Connection for One User
Enterthe IP Network of the Selected FRITZ!Box >

< Zurlick | Weiter > | Abbrechen Hilfe

e

Figure 11: Subnet definition of LAN in building B

Hint: The ‘IP address of the user in the network of the selected FRITZ!Box’ has to be
unique. Make sure that the choosen IP address is not already taken by another device or

can be assigned by DHCP server of the FRITZ!Box.
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e e oo

Configure VPN Connection for One User
MNext Steps

Two configuration files have been created for your FRITZ!Box and for FRITZIWVPN. Import
these files to your FRITZ!Box and to FRITZIVPN now.

{+' Display the folder that cortains the configuration files

" Expaort the configuration files

< Zurick Fertig stellen Abbrechen Hilfe

Figure 12: Finish the configuration wizard

Finally choose the option shown in figure 12. The wizard will direct you to the windows
folder in which it has created the configuration files for the Fritzbox and the AVM-VPN-
Client.

Datei  Bearbeiten Ansicht Extras 7

Organisieren + = Offnen In Bibliothek aufnehmen ~ Freigeben fir + Brennen

&
Mame Anderungsdatum Typ Grofie

| . info_weinzierl_de 03.12.2014 16:42 Dateiordner
|| fritzbox_84 145 85 60.cfg 0312.2014 16:42 CFG-Datei

info_weinzierl_de Anderungsdatum: 03.12.2014 16:42
Dateiordner

Figure 13: Folder with configuration file for VPN-Server

The Wizard will create a directory in:
...\User\AppData\Roaming\AVM\FRITZ!Fernzugang\

The directory name will be the name of the Fritzbox in building B.

Within this directory the wizard stores the .cfg file for Fritbox in building B and creates a
directory for the VPN user(s) in building A.
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[=Tel x )
@ Q ‘ . « FRITZ!Fernzugang » 84 1458560 » info_weinzierl_de v 7 !nfo_wsinzierf_ds durchsuchen pel |

| Datei Bearbeiten Ansicht Extras ?

Organisieren v In Bibliothek aufnehmen v Freigeben fur v Brennen Neuer Ordner Bz~ [l @
Name @ Anderungsdatum Typ GroBe
| vpnuser_info_weinzierl_de.cfg 03.12.2014 16:42 CFG-Datei 3KB 1
(]
|
I
i
' 1 Element

Figure 14: Folder with configuration file(s) for the user(s) (VPN client)

If additional users for VPN tunnel to building B are created, the individual configuration

files will be stored in that folder (figure 13) as well.
. Configure FRITZ!Box VPN Connection lg

Mew  Delete Export Explorer  Help

Existing Configurations

(' 84.145.85.60
L@ info@weinzierl de

Figure 15: complete configuration of the VPN

Now, we've finished the VPN configuration.

All necessary data for the Fritzbox and the AVM VPN-Client are stored in the configuration

files.

The configuration wizard automatically generates a password (shared key) for the VPN

tunnelling connection.
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3.2.2 Setting up the VPN-Server (Fritzbox)

FRITZ!Box 7490 FRITZINAS MyFRITZ!

Internet » Permit Access @

Overview w
Int t ~ Via VPN a secure remote access to your network can be established. For further information, tools and tips on VPN, click
nterne www.en.avm.de/vpn.

Online Monitor VPN Connections

Account Information Address in the Remote Network  Status

EnablecdName # Local Network
Filters Internet
No VPN connection has been configured.

Permit Access

MyFRITZ! Account | Add VPN Connection
Telephony

Harma KMatuenrl I

Figure 16: Fritzbox VPN-Server - add a connection

Hint: Within this menu you can also find the index tab ‘Dynamic DNS’. Within this option
you can configure your DynDNS account.

For setting up the VPN-Server you have to choose tab ‘VPN’ and then press the button
‘Add VPN Connection’.

FRITZ!Box 7490 FRITZINAS MyFRITZ!

VPN Connection ®

Overview Via VPN (Virtual Private Network) a secure remote access to your home network can be established.

Internet ~
Please select the type of VPN connection to be established:
Online Monitor @ Configure VPN connection for one user

Account Infermation On the following page, select the desired FRITZ!Box user, open the entry for editing and enable authorization to use
VPN.

Filters
@ Connect your home network with another FRITZ!Box network (LAN-LAN linkup)

@ Connect this FRITZ!Box with a company’s VPN

MyFRITZ! Account @ Import a VPN configuration from an existing VPN settings file

Telephon

Home Network

Figure 17: Fritzbox VPN-Server — choose means of configuration
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FRITZ!'Box 7490 FRITZINAS MyFRITZ!

VPN Connection @

G] Overview = Select the VPN settings file from which the configuration is to be imported.

‘Durchsuchen... | fritzbox_84_145_85_60.cfg

63 Internet ~
[C1The VPN settings are encrypted

Online Monitor Kennwort

Account Information

Filters

MyFRITZ! Account L

Figure 18: Fritzbox VPN-Server — choose the configuration file on your local system

Select the path to the fritzbox 84 145 85 60.cfg file which was stored by the wizard.

FRITZ!Box 7490 FRITZINAS MyFRITZ!

Internet » Permit Access @

(3] Overview E
Gﬁ Int £ ~ Via VPN a secure remote access to your network can be established. For further information, tools and tips on VPN, click
nterne www.en.avm.de/vpn.
Online Monitor VPN Connections
Accountlnformation Address in the Remote Network  Status
EnablecdName Local Network
Filters - Internet
I info@weinzierl.de 0.0.0.0 © b4
Permit Access
MyFRITZ! Account L Add VPN Connection

\. Telephon
o

i Hnme Netwark

Figure 19: Fritzbox VPN-Server — opening the VPN connection
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3.2.3 Setting up the VPN-Client (PC)

To enable the client to connect to the VPN-Server, a VPN-Client tool of company AVM is
needed. The VPN-Client program can be downloaded here:

https://en.avm.de/service/vpn/overview/

File Help

ralyg O 7?

Establish ~ Clear Settings Journal Help

Figure 20: AVM VPN-Client

The configuration of the client connection is done by importing the
vpnuser_info_weinzierl_de.cfg created by the wizard.
Go to ‘Settings’ and import the file into the VPN-Client.

File Help

©C oy O ?

| Establish Clear  Settings Journal  Help

E;?i.]l
[R=77

84.,145.85.60

il The file C:\Users\user\AppData\Roaming\AVM\FRITZ!Fernzugang\84_145_85_60\info_weinzierl_de\vpnuser_info_weinzierl_de.cfg was imported successfully.

Figure 21: AVM VPN-Client — connect

To connect to the VPN-Server on Fritzbox in building B, select the icon named
‘84.145.85.60’ and click on the option ‘Establish’

Now the AVM VPN-Client program will connect to the VPN-Server on Fritzbox in building
B.

WEINZIERL ENGINEERING GmbH EN
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3.2.4 Accessing the remote KNX IP device with the ETS

Overview Bus Catalogs Settings K x
= CmrzETE Current Interface < 1P Tunneling
IP (VPN) N
Interfaces Individual Address: 1.1.252 ame
Options [P (vPR)
4 Configured Interfaces ==
c Individual Address

= Monitor b TP (VEN) 1921685353671 11352 Address free?

Group Monitor 4 Discovered Interfacas Server

Bus Monitor

= Diagnostics

Unload Device

192.168.5.35

Port
3671

Network Address Translation

Connect using MAT mode
Device Info

Be careful if using NAT mode
to connect to unsecured
interfaces over the internet.
It's safer to establish a VPN

Individual Address Check connection and use local IP
addresses instead.

= Individual Addresses 1

Programming Mode

Line Scan
Security

Secured

Ok Test

ETS Version ETS 5.5.2 (Build 665) Licznse ETSS Professional  Apps 1 active

Figure 22: IP interface over VPN in ETS connection manager

In order to establish an ETS connection via the VPN connection, you have to configure the
KNX IP interface manually. It is not possible for ETS to identify the interface automatically
via the VPN connection. Within the ‘Server’ text box you have to fill in the static IP-address
of the KNX IP Interface in the subnet of building B. In our example this is the IP address of
the first KNX IP Router (192.168.5.35)

Hint: The ‘Connect using NAT mode’ checkbox has to be activated. Despite the fact that
the connection is not established in NAT mode, this option enables certain initialisations
which are necessary for a KNXnet/IP connection.

3.2.5 Alternatives

Apart from the Fritzbox (AVM) used in this example, a VPN can be built with other devices
as well. Devices of this type are available from Linksys, Netgear, DrayTek etc.
Besides all embedded solutions also a PC running ‘OpenVPN’ can be used.

Copyright Weinzierl Engineering GmbH 2019

Brands: Characteristics such as AVM FRITZ! And FRITZ! Box (product names and logos) are protected trademarks of AVM GmbH.
Microsoft, Windows and the Windows logo are trademarks of Microsoft Corporation in the United States and / or other countries.
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4 KNX IP Security

The alternative KNX IP Security follows an alternative approach, but is based on the same
encryption methods as KNX Data Security. KNX IP Security is a pragmatic approach
based on the assumption that there is an essential point of attack at the IP level. KNX
Twisted Pair is assumed to be relatively secure as a purely local medium located in the
wall. On the other hand, IP communication is often connected to the Internet and can
therefore be attacked remotely.

KNX IP Security secures KNX IP communication while communication on KNX TP
remains unencrypted. The main advantage of this approach is that the existing KNX TP
devices and installations can continue to be used unchanged. Only the KNX IP devices,
i.e. essentially KNX IP interfaces and KNX IP routers, must be replaced.

KNX IP includes the routing protocol, which is used for IP backbones, but also represents
the KNX IP medium. On the other hand, the tunneling protocol is used to enable a client
(e.g. ETS) to access a TP line via IP. While KNX IP routers usually implement both
protocols, KNX IP interfaces only support the tunneling function.

As different as the two applications of KNX IP are, so different are the respective
extensions for security. With the Secure Routing protocol, which is based on UDP
Multicast, a common key is used to encrypt all KNX IP routing communication. A special
feature is the telegram counter during routing. This is time-based and thus represents a
time stamp that allows obsolete telegrams to be detected. The common system time is
continuously synchronised between the devices.

With the tunneling protocol, the client and KNX IP device (KNXnet/IP server) first establish
a secure channel using the so-called Diffie-Hellmann method. Only then are the user ID
and password transferred. A new feature of KNX Secure Tunneling is the possibility of
establishing the connection with TCP.
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5 Combination of remote access and KNX secure

Due to the different remote access possibilities and the possibility of KNX secure or KNX
unsecure the following constellations are possible.

NAT VPN
i |
KNX unsecure Warning: OK
unprotected
KNX secure OK optimal protection

Remote access via NAT and KNX unsecure is completely unprotected and should never
be used. Optimum protection results are reached by simultaneous use of KNX Security
and VPN.
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